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Chapter 1  OPENSPAN SERVER 5.2

OVERVIEW

In this Chapter

Welcome to the Overview chapter of the OpenSpan Server 5.2 Administration and User Guide. This chapter:

Describes the relationship between OpenSpan Studio 5.2, OpenSpan Server 5.2, and OpenSpan Runtime 5.2.

Shows how OpenSpan Server 5.2 can be deployed and scaled to provide enterprise-wide efficiency in
administering desktop runtime packages and processing Events information coming to the server from user
desktops.

Defines broad categories of people who use the three products, and provides a guided set of references to help
find the parts of this manual that will be of the most initial use. You may want to read through all of the material,
because like many enterprise software suites, it’s useful to understand how features and functions relate to each
other.

General

There are three main application components in a full OpenSpan 5.2 architecture: OpenSpan Studio, OpenSpan
Server, and OpenSpan Runtime.

OpenSpan Studio is the development environment, based on Microsoft Visual Studio, for developing, testing,
and configuring OpenSpan solutions in the form of Runtime desktop packages. These packages can be deployed
directly to user desktops along with manifests the keep versions current. When used with OpenSpan Server 5.2,
OpenSpan Studio can upload these runtime solution packages directly to OpenSpan Server for modification and
download to the user desktop. Additionally, OpenSpan Studio is used to enable runtime solutions to collect and
transmit certain types of events information on specific processes as determined by business requirement and
data parameters.

Note: A wide assortment of core and elective training is available for OpenSpan Studio. Classes are both
instructor led and non-resident, and a full library of lessons, solutions, and support materials is available. Contact
OpenSpan Support for more information.

OpenSpan publishes version-specific online help for OpenSpan Studio via the Internet. It is available from
help.openspan.com.

OpenSpan Server is the middle link between OpenSpan Studio, where solutions are developed, and OpenSpan
Runtime, which executes packages on the user desktop. OpenSpan Server receives runtime solution packages
directly from OpenSpan Studio, and can further modify them codelessly to assign default values and tool tips to
the interrogated application controls in the solutions. OpenSpan Server performs package management to
deliver both packages and modification feature sets to each desktop based on the user’s login and administrative
group assignment. OpenSpan Server also installs services and queues that collect application and process events
from user desktops, writes them to the OS_Events database, and has a report package for displaying basic
visualization of the data. The Events architecture is scalable and can be deployed in different configurations.
Several diagrams follow in this chapter that illustrate some common solutions.

OpenSpan Runtime is a small, licensed application that runs on the end-user’s workstation. It executes
OpenSpan solution runtime packages. The runtime packages can come from OpenSpan Server or any other

OpenSpan Server 5.2 Revised April 17,2012
Administration and User Guide 1-1
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deployment method. Using OpenSpan Runtime in conjunction with OpenSpan Server has a number of
advantages.

e First, OpenSpan Server sends a runtime solution package to each desktop based on the user’s login
credentials. Different users can access the same workstation at different times but receive different solution
packages based on job tasks, role, or similar criteria.

e Second, OpenSpan Runtime communicates back to OpenSpan server with configurable events data, reporting
on application and process metrics from the user desktop. The events data is useful to determine time spent
in applications, errors, application churn, and process adherence, to name a few. OpenSpan Runtime can be
enabled to send high-level events data even if no solution package is downloaded, and can run “silently” as a
background process so as to not interfere with user performance.

e Additionally, each instance of OpenSpan Runtime can display (if enabled) a modal Process Toolbar that

desktop users can use to select particular predefined processes, collect events data, and send that data to
OpenSpan Server to help measure business process efficiency.

Revised April 17, 2012 OpenSpan Server 5.2
1-2 Administration and User Guide
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OpenSpan Server 5.2 Architecture

General

In OpenSpan Server 5.1, event collection logic was consolidated with the Site, User Management, and STS
(authentication) services. However, for release 5.2, Event collection is a separate logic piece, because it is where
OpenSpan Server usually incurs the highest bandwidth. Splitting the OpenSpan Server 5.2 Events architecture into
components means that there are now a number of alternatives for scaling and load balancing.

OpenSpan Server 5.2 Events Features

In OpenSpan Server 5.2, the Event Collection service has been separated from the OSS service, which in past
releases controlled event input and transfer to the database tables. The Site, 0SS, User Management, and STS logic
stay together and control the application server, but the event collection and processing can be deployed
independently.

Event Collection Logic

The OpenSpan Server 5.2 event collection logic consists of:

®  An Event Collection Web service
®  An events queue running under MSMQ

® A Windows service called the Event Processor

Events Flow

1. The OpenSpan runtime client sends an event to the Event Collection Web service.

2. The Event Collection service does no processing or metadata validation. It simply puts the event in a queue and
returns success or failure.

3. The Event Processor, a Windows service, has the mission of reading Events off the queue, validating the meta-
data (matching the dimensions of incoming Events with dimensions defined in the database), and writes the
event to the Events tables in the OS_Events database.

Two Databases: OS_Server and OS_Events

Additionally, the OS_Server and OS_Events databases have been separated. To eliminate read/write collisions within
a single server database, in release 5.2 the raw event tables are now written to their own database. At specified
intervals, events are replicated from the OS_Events database to the OS_Server database, where they are
aggregated. This means that the two databases can be put on separate machines, eliminating contention between
events processing and application overhead.

OpenSpan Server 5.2 Revised April 17,2012
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Deployment Examples

Basic

The illustration below shows an example of an OpenSpan 5.2 server. This architecture normally supports around 50
runtime users or less. The events processing services and message queue(s) are deployed on the same machine. This

is the most fundamental installation variant. In this diagram:

m Client applications, OpenSpan Studio, and Runtime packages on user desktops interact with the Application and

User Management services supported by the OS_Server database.

® Runtime packages send events data from user desktops to the Events Collection service, which puts the events in
the message queue. The Event Processor picks the Events up from the message queue and sends them to the

OS_Events database.

OpenSpan
Studio

OpenSpan
Runtime

|
. User |
Slte ] [ Management J [ S ] |4
|
|
|
|
|

Mgmt

— e e e

Events
Processing

Collection
Service

OS_SERVER
Application Tables,

Agg Tables,
Raw Events

Replicate Event Table

OS_EVENTS

Raw Event Tables

FIGURE 1. OpenSpan Server 5.2 Basic Architecture
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Scaling Options

OpenSpan Server 5.2 allows you to increase event processing capacity in different ways:
Run Parallel Event Service Logic

Add Event Processor Services

Add OS_Events Databases

Deploy hybrids of these elements

Run Parallel Event Service Logic

A simple way to increase events throughput is to install multiples of the event processing logic chain.

® A load balancer can be deployed as a “traffic cop” to optimize flow to the Event Collection services.

® The Event Processor services can be configured to write to a single (shown here) or separate OS_Events
databases.

Site e ] sTs
Management
OS_SERVER
Application Tables,
Agg Tables,
/ Raw Events

A

/

~
%
4
\

OpenSpan
Studio

Event
Collection
Service

=

N—
OS_EVENTS

Event
Collection
Service

OpenSpan

Runtime Load Balancer

\_ Event Queue /

OpenSpan
Runtime

FIGURE 2. Add Event Services Chains
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Add Event Processor Services

Typically the Event Processor Windows service incurs a heavier processing load than the Event Collection Web
service and queue. Deploying Event Processors in a higher ratio to the number of Event Collection services is an
option to distribute the work of validating metadata and moving events to the OS_Events database.

m Deploy one Event Processor for approximately 2000 runtime instances.

m Consider hosting the Event Processors on a server with multiple processor cores; more threads will be available
and make the events flow even more efficient.

{ Site ] Reer [ sTs ]
Management
OS_SERVER
Application Tables,
Agg Tables,
Raw Events

Browser

"
OpenSpan Event
Studio Processor

N
 e——

Event Event
Collection Processor
Service
OpenSpan Event Queue T
Runtime
Event
\
OpenSpan
Runtime
FIGURE 3. Add Event Processor Windows Services
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Add OS_Events Databases

This diagram is the same as Figure 3, “Add Event Processor Windows Services,” on page 1-6 except that it shows
another option: additional OS_Events database instances. These are commonly located on separate machines. In
some situations, such as widely dispersed geography (an increasing consideration for global enterprises), dedicated
databases for each enterprise location are highly recommended. Other requirements driving multiple OS_Events
databases include segmentation within organizations, security, etc.

Note: Best practices show that it’s important to physically locate the Event Processors close to their associated
databases so that network latency or other infrastructure factors don’t create issues with throughput.

/ N
5 User
S STS
{ 4 ] [Ma"ageme"t] [ 4 ]) 0S_SERVER
Browser < >
Application Tables,
Agg Tables,
Raw Events
A
S - J
OpenSpan Event
StUdiO Processor N~ —]
\
OS_EVENTS
Event
Collection Processor
Ly S
OpenSpan Event Queue
. [ \ OS_EVENTS
Runtime
Event
Processor
\
S
OpenSpan
Runtime
FIGURE 4. Add Event Databases
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Hybrid Combinations

This final diagram shows a hypothetical combination of all the solutions offered previously. Use of Internet
Information Services (11S) and Windows Communication Foundation (WCF)-based components means that scaling
can be done consistently and reliably.

i User OS_SERVER
Browser Site STS
Management S
Application Tables,
Agg Tables,

Raw Events

OpenSpan
Studio i
\ OS_EVENTS
Collection [ —
S ] e~—
OpenSpan il |
. Event Queue
Runtime Load Balancer . /) ™| 0s_EVENTS
/ﬁ R
Event / N\
\ / Processor @
o OS_EVENTS
OpenSpan Ny
p p Collection \ Event
Runtime Service Processor /ﬁ
<
Event Queue/ \ ) S———
/ \/' OS_EVENTS
Event e
Processor ;/

ey

FIGURE 5. Combined Solution
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Deployment and Scaling Summary

A large organization may have OpenSpan Runtime solutions deployed on thousands of desktops, active at the same
time, sending a steady stream of events data. The components of OpenSpan Server 5.2 allow a number of ways to
flexibly accommodate different volumes of traffic, including:

®  Running parallel Event Collection services, message queues, and Event Processors, with load balancers managing
input to the Event Collection services.

m Adding Event Processor services instances to validate event metadata and write multiple streams to the
OS_Events database.

® Adding multiple OS_Events database instances.

® Combining these tactics into a cohesive optimization strategy dependent on the needs of the enterprise.
OpenSpan Professional Services engineers are experienced in assessing customer infrastructure and business
needs and making recommendations for optimal events processing.

OpenSpan Server 5.2 Revised April 17,2012
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Where Do | Start?

Here are some recommended paths through the manual, based on common categories of OpenSpan users. When
reading along, it’s useful to have access to the referenced products: OpenSpan Studio, Server, or Runtime. Having
access to an environment with test data or other “sandbox” arrangements will also reinforce or make clear ways to
take the basic facts and instructions in this manual and the OpenSpan online help and fit them to your organization’s

needs and tasks.

TABLE 1. Finding Information Based on Your Role

If you are...

An Administrator installing and
configuring OpenSpan Server

A Software Developer of
solutions using OpenSpan Studio

A Business Analyst managing
process improvements

Then check out...

OpenSpan Server 5.2 Installation
and Structure on 2-1

Site Settings on 4-44

Configuring OpenSpan Studio for
OpenSpan Server on 3-2

Matching Configuration and
Promotion Levels to Runtime
Packages for Debugging on 3-6

Producing Process Automations
on 3-9

OpenSpan Runtime 5.2
Configuration on 5-1

Groups and Users on 4-6

Managing Deployment Packages
on 4-20

Producing Process Automations
on 3-9

Managing Group Runtime
Settings on 4-39

OpenSpan Runtime 5.2
Configuration on 5-1

Chapter 6, OpenSpan Server 5.2
Reports and Graphs

And pay particular attention to...

All parts

RuntimeConfig.xml on 5-2

¢ Adding Groups on 4-14
¢ Adding Users on 4-7

¢ Adding, Editing, Deleting Features on 4-
21

¢ Assigning Feature Sets to Groups on 4-29

¢ Assigning Configurations to Groups on 4-
31

¢ Assigning Feature Set Levels on 4-33

¢ Assigning Configurations to Groups on 4-
31

¢ Assigning Groups to Packages on 4-34

All parts

All parts

Revised April 17, 2012
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TABLE 1. Finding Information Based on Your Role (Continued)

If you are... Then check out... And pay particular attention to...

A Runtime user of desktop Runtime Menu on 5-4; Process
OpenSpan deployment packages Toolbar on 5-7.
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Chapter 2 OPENSPAN SERVER 5.2
INSTALLATION AND STRUCTURE

In this Chapter

Welcome to the Installation and Configuration Chapter of the OpenSpan Server 5.2 Administration and User Guide.
After reading, you will be familiar with these topics:

m “Recommended System Configuration” on page 2-2

m “OpenSpan Server 5.2 Installation Concepts” on page 2-5

“Event Message Queue” on page 2-5
“OpenSpan Server” on page 2-6
“Event Collection Service” on page 2-7
“Event Processor” on page 2-7

“11S Rollup” on page 2-8

® “OpenSpan Server Diagnostics” on page 2-9

® “OpenSpan Server Configuration Console” on page 2-10

“Server Configuration” on page 2-10
“Logging” on page 2-15

“STS Federation” on page 2-17
“Signing On” on page 2-18

Foundations

Each enterprise that implements OpenSpan projects, including OpenSpan Server, has a different set of requirements
and host infrastructure. Successful outcomes have shown that it is essential that specialists from OpenSpan’s

Services organization partner with customer IT staffs to negotiate the myriad of server requirements, configuration
options, and special requirements such as security.

OpenSpan Server 5.2
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Recommended System Configuration

OpenSpan Server is deployed with an Application Server component as well as a Database Server component.
Notes:

®m  GB-capacity network between application servers and database servers is recommended.

®  We recommend deploying a Load Balancer in front of the Application Servers and deploying an Application
Server for every 1000 users, with a minimum of 2 Application Servers.

Application Server — Minimum

TABLE 1. Minimum Application Server Requirements

Operating System Windows Server 2008

* Microsoft .NET Framework 3.5 SP1

Microsoft Windows Installer version 3.0 or later
MSMQ feature installed

* 6 GB RAM or higher

Networking = GB NIC with TOE (TCP/IP Offload Engine)

Application Server — Recommended

TABLE 2. Recommended Application Server Requirements (1 of 2)

Operating System Windows Server 2008 R2

* Microsoft .NET Framework 3.5 SP1

= Microsoft Windows Installer version 3.0 or later
MSMQ feature installed

* 16 GB RAM or higher

Revised April 17, 2012 OpenSpan Server 5.2
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TABLE 2. Recommended Application Server Requirements (2 of 2)

Networking ® GB NIC with TOE (TCP/IP Offload Engine)

Database Server — Minimum

TABLE 3. Minimum Database Server Requirements

Operating System * Windows Server 2008

* Microsoft .NET Framework 3.5 SP1

* Microsoft Windows Installer version 3.0 or later

* Microsoft SQL Server 2008 Enterprise Edition or higher

RAM * 16 GB RAM or higher

Networking @ GB NIC with TOE (TCP/IP Offload Engine)

OpenSpan Server 5.2 Revised April 17,2012
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Database Server — Recommended

TABLE 4. Recommended Database Server Requirements

Operating System = Windows Server 2008 R2

* Microsoft .NET Framework 3.5 SP1

Microsoft Windows Installer version 3.0 or later
Microsoft SQL Server 2008 Enterprise Edition or higher

RAM * 32 GB RAM or higher

Networking ® GB NIC with TOE (TCP/IP Offload Engine)

Revised April 17,2012 OpenSpan Server 5.2
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OpenSpan Server 5.2 Installation Concepts

OpenSpan Server 5.2 runs under Microsoft Internet Information Services (11S). Knowledge of IIS is key for
understanding of how OpenSpan Server 5.2 functions.

In general, the OpenSpan Server 5.2 installation process automatically configures IIS for proper operation, and then
creates necessary directories and support files.

The following items are configured or installed in the following sequence. Configuration will vary according to
requirements. OpenSpan Services representatives will execute the configuration and enablement.

1. Event Message Queue (below). Create in MSMQ.
2. OpenSpan Server (includes database creation scripts) (page 2-6). Get and run the installer.
3. Event Collection Service (page 2-7). Get and run the installer.

4. Event Processor (page 2-7). Get and run the installer.

Event Message Queue

The host server must be configured for Microsoft Message Queuing (MSMQ). Then create a private queue, called
eventqueue. Ensure that the proper permissions are set, as needed, for access by:

System
Network Service
IIS_IUSRS

Others as required

Ty SErver Manager (WM-05-5RY-W2KED)
# 5 Roles
=l (5| Features
[= L& Message Queuing
*| Qukgoing Queues

| Private Queues

M &

evenkbgueue

& || Swstem Queues
= = Triggers

# _‘F Diagnostics

[# _j’j Configuration

# =5 Storage

0|

Note: The EventPluginQueue, osstatechange, is created by the Event Collection service (page 2-7) installer.

OpenSpan Server 5.2 Revised April 17,2012
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OpenSpan Server

OpenSpan Server uses a single installer for single-site deployment of “app server” functions. The default installation
directory is:

C:\Program Files\OpenSpan\OpenSpan Server

Note — Database Creation: After installation of OpenSpan Server 5.2, run the appropriate installation scripts. The
scripts needed for OS_Events or OS_Server database creation or upgrades are installed in:

C:\Program Files\OpenSpan\OpenSpan Server\Database\Scripts\MSSQL\

This illustration shows a typical set of OpenSpan Server 5.2 directories and their contents.

Falders ~ N [-]
— | Zetetic, Ldap.di
= Dpenspan 2=1 _‘_’ [ TS,k
= Database |7 5T5.pfx
= Scripts S ot
B M35GL || Security, Cryptography i
Cracle %] Runtime ConFig, xrml
Licensing |7 rscoree-x64.di
Openspan. LDIF. ImportTool Logs | rscores.dl
= Sikes m '_"?RegisterCrypto.exe
& Main |#| Openspan. Server, Utilities LDIF, ConsaleImpart Toal,.,
2 | Services (5| Openspan. Server Utilities LDIF, CansaleImpart Toal. .,
M (s || Openspan. Server Utities . Federation, dil
& 575 || @penspan, Server, Lkilities  Configur akion, dil
@ | UserManagement L:\ Openspan. Server . tilities . ZonfigConsole, exe config
m L wasTS 1Ly Openspan, Server, Utilities . ConfigConsale, exe
- <l Cartificates || Openspan. Server, Common, il

| Openspan.dil
| @penspan, Comman, di
7 loganet, dil
7 Interop.MSDASC.dI
|| GoDaddy, cer
| adodb. dil
. 55L Certificates
Sites
. OpenSpan.LDIF. Import Tool Logs
Licensing
Database

Based on requirements, some directories may be deployed elsewhere, in which case it’s necessary to use the
configuration console to reference them. For more information, see “OpenSpan Server Configuration Console” on
page 2-10. The chief directories are:

®m OpenSpan Server — Root directory; configuration console, RuntimeConfig.xml, related DLLs

m Database — Contains required scripts for report generation and administrative functions

m Sites — The default installs the Main site, containing business logic and presentation layer support, as well as STS
metadata

m Services — Required services for the server itself, STS, Windows Authentication STS, and User Management

m SSL Certificates — Provided as required for installation on the host server later to ensure SSL connections

Revised April 17, 2012 OpenSpan Server 5.2
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Event Collection Service

The Events Collection Web service runs under IIS. The service receives raw event data and puts it in the Events

message queue. It creates its own application pool called OpenSpanEventCollectionAppPool.

Folders v [ Rame T
0 i ) _:] |#| Web.config
= Opn-anSp..an Ewent Collection Service |#| Precompiledapp. config
] LI.CEHSII'IQ | 7| EventManagerService . svc
=l . Sites |#]Event Collsction Web,config
= Setvices

g Bin

Event Processor

The Event Processor Windows service routes events from the message queue to the raw events tables in the

OS_Events database.

Folders » RERE
weeed. Zip.dll
= B o "
— || #ceed FileSystem, di
Licensing |7 #oeed, Compression, di
OpenSpanServerLogs

| rscares.dl

|| Openspan. Server, Common, dil

¥ Openspan.EventProcessor, Service, exe, config
5 '_'NiOpenSpan.EventF‘rocessor.Service.exe

7 openspan.dil

| Openspan, Comman, dil

| loganet. di

o DpenspanServerlogs

! Licensing

OpenSpan Server 5.2
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IIS Rollup

When fully installed, the host server’s 1IS directory looks similar to the one below. Note that the Event Collection
Web service (and the Event Processing Windows service) can be located on other machines to distribute Events data
to separate OS_Events databases.

-85 Start Page
=185 YM-05-SRY-WZKED (VM-05-SRY-W2KSD\Administr atar)
.:f Application Pools
s Stes
B8 S)D=fault Wb Site
[~ 7| aspnet_client
MSMG
OpenSpanServer
| App_Data
| Bin
| ClientBin
| Conkenk
_| FederationMetadata
| O55Logs
| Scripts
H- | Views
| Services
EventCollection
| Bin

L8
g

e e e e ]

- | OpenSpanServerLogs

bin

| FederationMetadata
| OpenSpanServerLogs
¥ UserManagement

| bin

| UpenSpanServerLogs

WasTS
| App_Code
| bin

[ | FederationMetadata
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OpenSpan Server Diagnostics

The OpenSpan Server provides two basic means of obtaining diagnostic information:

Logd4Net Logs

The Log4Net logs are a logging facility built into the OSS code similar to how the main OpenSpan diagnostics work,
where both exceptions and key operational activities are logged to a file. Each of the four OSS sites (main, services/
0ss, services/sts, services/usermanagement) provide this type of logging. The logging can be controlled by editing
the web.config file for a given site and modifying the information in the <log4net> section of the document. The
factory shipped configuration for each site is that the logging will be done to a local folder to the site called
"OpenSpanServerLogs\somefilename.txt" and will use an appending scheme where the file is appended to until it
reaches 10MB in size. After that occurs the file will be renamed to include a sequence number on the end of the log
file name. A maximum of 10 files is maintained, after which the 11th file will be deleted to conserve diskspace.
These types of logs are in general very useful for exception tracing.

.NET Tracing

The other type of diagnostic information can be obtained via the user of the built-in .NET diagnostic tracing. .NET
provides the ability to use configuration based diagnostics through the definition of listeners and sources in the
<system.diagnostics> section of the web.config files. The factory-configured web.configs for the OSS sites have these
diagnostics presently enabled however this will likely be revised to be disabled as built-in .NET diagnostics do not
provide the ability to do log truncation or rolling logs without implementing your own logger assembly/class, which
is not presently implemented. There are two types of information logged:

®  Windows Identity Foundation activity (WIF) for security tracing. This is only enabled for the services/STS site. The
source for this information is Microsoft.ldentityModel.

m  WCEF activity for service call diagnostics. This is enabled on all sites. The source for this information is
System.ServiceModel.

To disable diagnostic logging, the <system.diagnostics> section of web.config can be commented by enclosing the
<system.diagnostics> ... </system.diagnostics> section in XML comments.

OpenSpan Server 5.2 Revised April 17,2012
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OpenSpan Server Configuration Console

The OpenSpan Server Configuration Console is used to enter initial settings and establish communications with the
database.

Note: Open the Configuration Console as the Administrator.

Caution: Once settings are entered and verified in the Server Configuration Console, changing them will change
base configuration files for many interrelated server properties. The effects could be adverse.

Server Configuration

1. Open the OpenSpan Server Configuration Console to complete the configuration of the OpenSpan Server after
installation.

2. Navigate to the Directories node and verify the directory structure. By default these should be located under the
OpenSpan Server installation folder under the Sites subdirectory as follows:

() OpenSpan Server Configuration Console

File  Help

=l Server Configuration — Directories Configuration

- 5T5 Federation

055 Services Site

Bilcetoig lC:\F'mglam Fileg\OpenSpantOpenSpan Server\SiteshServicestDas

Uzer Management
Services Site
Directon:

Directories
- Site URL: I
i SIT?S 2 ain Site Directony: !E:\F‘mglam Files 0 penSpani\OpenSpan Server\Sites\Main |
Database Connechion
----- Ermnail o
El L_Ugging STS Site Directon: IE:\F‘mglam FilestOpenSpaniOpenSpan Server\Sitesh\Services\5TS |
i Main Site
= 5T8 WASTS Sit
i Oss Directon: e IE:\F‘mglam Filest0OpenSpantdpenSpan ServertSiteshServicesWASTS I
o Uzer Management

!C:\F’mglam FileghOpenspantOpenSpan ServertSiteshS ervicessUserb anagement

Main Site Directory: Sites\Main

STS Site Directory: Sites\Services\STS

Windows Authentication STS Directory: Sites\Services\WASTS
0SS Services Site Directory: Sites\Services\Oss

User Management Services Site Directory: Sites\Services\UserManagement

Revised April 17, 2012 OpenSpan Server 5.2
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3. Navigate to the Site URLs node and verify that the URLs for each website are correct.

'I?.\ OpenSpan Seryer Configuration Console

File  Help

(= Server Configuration — Site URLs Configuration

i Directories
Site URALs

Baze Server URL: Ihttps:f’f’qa-preprod

Databaze Comnection
- Email
- Logging
i Main Site
575
Osz Main Site LURL: Ihttps:a"a"qa-preprnda’DpenSpanServera’
i Uzer Management
- BT5 Federation

Web Services URL: Ihttps: /fqa-preprod/Services/!

ST URL: Ihttp:a’a"qa-preproda’services.f’STSa’

WwiasSTS URL: |http:a’a"qa-preproda’services.f’STSa’

Note: The default settings enabled for https or unencrypted http are shown here.

m Base Server URL: The URL to the physical server on which the 0SS is installed, typically a string like https://
hostname.

Web Services URL: The URL to the OSS services base address, typically a string like https://hostname/Services.
Main Site URL: The URL to the main OSS web site, typically a string like https://hostname/OpenSpanServer/.
STS URL: The URL to the security token service web site, typically a string like http://localhost/ServicesSTS/.
WASTS URL: The URL to the Windows Authentication STS site, a string like http://localhost/Services/STS.

OpenSpan Server 5.2 Revised April 17,2012
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4. Navigate to the STS node and select the appropriate certificates for the STS.

) OpenSpan Server Configuration Console

File  Help

=)- Server Configuration — STS Configuration

- Directories
; 'SltBUF“—S STS Sign In Certificate: |on=sTs |

- Databaze Connection

i Email
[l Logging STS Service Federation !EN:Q.&-F’repmd, OU=Domain Contral Walidated, 0=04A-Preprad j
- Main Site Certificate:
5TS
Osg

L User Management
- 5TS Federation

m STS Sign In Certificate: The certificate used by the STS for sign in verification.
m STS Service Federation Certificate: The certificate used for SSL/STS machine binding.
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5. (Ensure first that the proper databases are created or updated with the scripts located in C:\Program
Files\OpenSpan\OpenSpan Server\Database\Scripts\MSSQL.) Navigate to the Database Connection node and

configure the connection to the RDBMS used by the OSS services:

) DpenSpan Server Configuration Console

= Logging
i Main Site
5TS
-Oss
- Usger Management
- 5T5 Federation

[ atabaze Connection:

Fila  Help
El- Server Canfiguration — Database Connection
- Directories
- Site URLs Database Type: |MSSQL

Password=0penSpan0l User ID=055erverLogin]nitial
Catalog=05_SERWER_BZ.Data Source=10.0.3.40;

.

Database Type drop-down — Note: Supported databases for OpenSpan Server 5.2 are limited to MSSQL.

m Click the button adjacent to the Database Connection field. This will display the Data Link Properties dialog as
shown above for the appropriate database type. Enter the connectivity information and click OK. Check the
Allow Saving Password button if storing the login credentials in the database connection string.

£ Data Link Properties

Provider Connection |Ad\ranc:ed I Al I

Specify the following to connect to SGL Server data:
1. Select or enter a server name:

2. Enter information to log on to the server:
" Use Windows NT Integrated security
' |Use a specific user name and password:

| x| Refresh |

=

User name: IOSServerLogin

Password: |ouuuu.

3. % Select the database on the server;

[™ Blank password W Allow saving password

" Attach a database file as a database name:

=

zing the filename:

Test Connection |

=l

ok | Cancel |

Hep |

OpenSpan Server 5.2
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m Test the connection to ensure the database can be contacted successfully.

ioeta i roperies MU <
Provider Comnection | Advanced | A1 |

Specify the following to connect to SQL Server data:
1. Select or enter a server name:
[ =] Resh
2. Enter information to log on to the server:
" Use Windows NT Integrated security
(%" |lse 3 specific user name and password:

.
o rd
2675 ||0| Test connection succeeded,
S =
A
i —

[Using the femame:

| L
Test Connection |

0K | Canced | Hep |

Revised April 17, 2012 OpenSpan Server 5.2
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Logging

Navigate to the various Logging nodes to configure the logging features for the individual web sites — each page is
identical, but operates on the logging configuration for the indicated site by the node name.

lf\ OpenSpan Server Configuration Console =] I
File  Help
=1~ Server Configuration — Main Site Logaing Configuration

- Directories
Site URLs I Enabled? LogLevel [DEBUG =l
5Ts Logging Dutput

- Databasze Connection

- Email File: |C:\F‘rogram Files\JpenSpantOpenSpan ServertSitesiMainy055 Logs S erverSite. Log txt |

- Logging
I aximurn # Log Files: 10 *
taximumn Log File Size: i1EI 3: [rB]

L Uzer Management

- 575 Federation

® The Enabled check box will enable or disable file-based logging for the web site.

® The Log Level drop-down list box allows for filtering of logging based upon the severity of the items being logged.
Debug is the most verbose, whereas Fatal is the least verbose.

(© OpenSpan Server Configuration Console

_oi x|
File  Help
El- Server Corfiguration — Main Site Logging Configuration
. Site URLs W Enabled? Log Leveld [DEBUG =l
-STS rae———
- Database Connection ERROR
i+~ Email File: IC:\Senrer Logs ServerSitefl{ FaTAL
El- Logging ) [ INFO
Main Site Maxdimum # Log Files: I'H} WARN
r Maximum Log Fils Szs: |10 = e
55

User Management
- STS Federation
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m Level names are appended to the log reports, as shows in the examples here.
e Info Logging

ServersSite.Log.bxct - WordPad

File Edit View Insert Format Help

D[2|=| Sl sl ¢ [ml]] B

hINFO 1[2011-12-06 02:14:49] - Login | Start normal
login process...

[INFO ][2011-12-06 02:14:49] - Login | Start
credentials wvalidation user: admin@openspanserver.com password:
password

[INFO ][2011-12-06 02:15:25] - Login | End result
credential validacion result user is null -> False

[INFC ][2011-12-06 02:15:25] - Login | Info Account
Locked (False) — MustChange Password(True) — IsRuntime (False)

[INFC ][2011-12-06 02:15:59] - Client Service Information | Begin of
the Use method in starting call of services...

[INFC ][2011-12-06 02:15:59] — Client Service Information | Before to
call service proxy... Method: <CreateNewPassword>b 0 Interface:
System.Action™1

[CpenSpan. Server.UserManagement.Service.Interfaces.Security.IAuthentica
tionService]

[INFC ][2011-12-06 02:15:59] - Client Service Information | After call
service proxy...Method: <CreateNewPassword>b 0 Interface:
System.Action™1

[CpenSpan. Server.UserManagement.Service.Interfaces.Security.IAuthentica
tionService]

[INFC ][2011-12-06 02:16:01] — Client Service Information | Begin of
the Use method in starting call of services...

e Debug Logging

E UserManagement.ConsoleServer.Log.bct - WordPad

File Edit View Insert Format Help

D= Sl sl =20 B

hDEEUG][2011—12—06 02:15:24] - Getting Session | Session is
NULL ->TRUE
[DEBUG] [2011-12-06 D02:15:24] - Getting Session | Session is

CPEN ->FALSE

[DEBUG] [2011-12-06 15:24] - Getting Session | NO DANGER
[DEBUG] [2011-12-06 :15:24] - [session-id=249827al-Tddl1-4f01-b4fb-
8ele2bf402e] opened session at timestamp: 634587777246, for session
factory: [/fa64314bfacZe432dalc2909314b3b09f]

[DEBUG] [2011-12-06 02:15:24] - Begin (ReadCommitted)

[DEBUG] [2011-12-06 15:24] - Cbtaining IDbConnection from Driver
[DEBUG] [2011-12-06 D02:15:24] - Getting Session | Session is

NULL ->FALSE

[DEBUG] [2011-12-06 D02:15:24] - Getting Session | Session is
CPEN ->TRUE

[DEBUG] [2011-12-06 02:15:24] - Getting Session | CAUTICN WITH
SES5ICH

[DEBUG] [2011-12-06 02:15:25] - searching for Tenant

[DEBUG] [2011-12-06 02:15:25] - returning entity
name=0penSpan.Server.UserManagement.Dal.Entities.Tenant for path=Tenant
class=EntityCriteriaInfoProvider

[DEBUG] [2011-12-06 02:15:25] - put criteria=(UserEmailliddress =
admin@openspanserver.com and Tenant.TenantId = 9dabc5d6-3178-40f8-9c5a-

oogoFaOozLc LI
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STS Federation

1. Navigate to the STS Federation Metadata node and verify the following:

'f‘ DOpenSpan Server Configuration Console

File  Help
= Server Configuration — 5T5 Federation Metadata Configuration
i Directaories - .
" Site URLs Location
~3T13 . IC:\F’rogram FileztDpenSpaniOpenSpan ServerSiteshServicesiS T S\Federationkdetadatah2007-06 Federa |
i+ Database Connection
“ Email
=l Logging — Federation Metadata Parameters
- Main Site
-~ 5T5 Sign-in Certificate: |CN=5TS
o Oss
i User Management )
EREE R Relying Party LRL: |https:h’qa-plepmd;"ﬂ penSpanServer.
Active STS URL: |http:h’qa-plepmdeewicesfSTSf
Pazsive STS URL: lhttp:f!qa-preprodeervices#STS.I’

® Note the location of the FederationMetadata.xml file for the STS in the Location field above, verifying that the
folder location exists. This file will be written with revised federation metadata when the configuration is saved
via the File | Save menu.

® The Update STS Federation Metadata button provides the ability to immediately generate the
FederationMetadata.xml file in the location indicated using the supplied parameters. Note that the parameters
are obtained from the other pages in this utility.

m  Token security is configurable upon installation and after with the assistance of an OpenSpan consultant.
2. Select File | Save. This will save the configuration information in the web.config files of the four OSS websites,

update the STS FederationMetadata.xml file, and then execute federation between the main OSS website and
the STS. A progress window is displayed showing the steps in the process.

3. Exit the OpenSpan Server Configuration Console.

OpenSpan Server 5.2 Revised April 17,2012
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Sign-on to OpenSpan Server

Signing On

1. Open a Web browser — Internet Explorer is recommended. Navigate to the OpenSpan Server Uniform Resource
Locator (URL) specified by your OpenSpan Server installation team. The sign-on dialog box appears.

Sign in to the OpenSpan Server

Email Address:

admin@admin_cum|

Password:

[¥] Remember my email address

Forgot GEEETEN
Forgot Email Address or Password

2. Administrators typically have an administrator set of logon credentials.

Default Tenant Administrator login:
e Username: admin@openspanserver.com

e Password: password (all lower case)

3. Other users have different levels of access, depending on how the user account is set up. See “Groups and Users”
on page 4-6.

4. Click Sign In.

5. If prompted, Change your password. Continue. The Welcome Screen Displays.

Revised April 17, 2012 OpenSpan Server 5.2
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Chapter 3 OPENSPAN STUDIO 5.2
CONFIGURATION

In this Chapter

This chapter of the OpenSpan Server 5.2 Administration and User Guide describes how OpenSpan Studio 5.2 is
configured to work with OpenSpan Server 5.2 to produce and upload OpenSpan solution projects. This chapter is
organized into the following topics:

m  “Configuring OpenSpan Studio for OpenSpan Server” on page 3-2
® “Matching Configuration and Promotion Levels to Runtime Packages for Debugging” on page 3-6

®  “Producing Process Automations” on page 3-9

Note

OpenSpan Studio 5.2 is a prerequisite for OpenSpan Server 5.2.

OpenSpan Server 5.2 Revised April 17,2012
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Configuring OpenSpan Studio for OpenSpan Server

This section explains how to configure OpenSpan Studio to communicate with OpenSpan Server to allow upload of
OpenSpan solution runtime packages.

Notes

m If working remotely and disconnected from a network connection to OpenSpan Server, i.e. in a Virtual Machine
or other isolated environment, you may wish to disable Server Connectivity when working in OpenSpan Studio.
This is because the configuration automatically seeks a network path to OpenSpan Server and can cause delays,
timeouts, and sluggish behavior while trying to connect. Re-enable when a network connection is valid.

m  Connections between OpenSpan Studio and OpenSpan Server are “domain-sensitive.” Ensure you are connected
to an instance of OpenSpan Server within the same domain.

User Steps

1. From OpenSpan Studio, access the configuration panel through the menu Tools | Options. The following window
displays. Select OpenSpan | OpenSpan Server to expand the configuration choices.

Help d —Server Connectivity ——— v Enable OpenSpan Server Connectivity
Import and Export Settings
International Settings Server Address: llncalhost
Keyboard — Credentials
Web Browser
[ Projects and Solutions  Use Windows credentials
= Control
g DZ:;;ESED_T_D;S ¥ |Use a spedific user name and password
E Openspan Email Address: I
General
Studio Diagnostics Password: I Forgot Password

Runtime Diagnostics
Deployment Security
Event Log
License Edition
MNaming Rules

OpenSpan Server b | Advanced Configuration Test Connection |
Tradng Options j
oK I Cancel |

Revised April 17, 2012 OpenSpan Server 5.2
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2. The following fields are used to specify the connectivity information for the server as well as the client security
credentials:

TABLE 1. OpenSpan Server Options

Property Description

Server Address The URL to the base services site. Autofills other required server-
side entries such as STS. Enter a domain address such as
www.servername.com or an IP address. Default is localhost;
entering protocols such as http:// or https:// will generate an error
message. Server information is written to the StudioConfig.xml file.
Additions or changes may be necessary to match particular server
configurations. OpenSpan consultants can provide the exact
settings.

Use Windows credentials  The user or workstation’s Windows Authentication login.

Use a specific user name Other logins manually added via OpenSpan Server. See “Manually
and password Add New User” on page 4-7.

OpenSpan Server 5.2 April 17,2012
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3. From the Options | OpenSpan Server panel, choose Advanced Configuration | General. The following dialog

box displays.
x|
Close Timeout 60
Expect 100Conrtinue False
OpenTimeout &0
Receive Timeout 600
Send Timeout &0
E Endpoint Configuration
SEL False
E Web Proxy
BypassProxyOnlLocal Falze
ProsyAddress
Procey AuthenticationScheme Anonymous
UseDefaultWeb Praxy False
BypassProxyOnlLocal

Bypass the prowy server for local addresses

[_ox |

Cancel

TABLE 2. OpenSpan Server General Configuration

Property

Close Timeout

Expect 100-Continue

Open Timeout

Receive Timeout
Send Timeout
SSL

BypassProxyonLocal

ProxyAddress

ProxyAuthenticationScheme

UseDefaultWebProxy

Description

Time elapsed for a connection is directed to close before an
exception message is generated.

Defaults to False. Sets 100-Continue behavior for put and post
commands such as authentication challenges.

Time elapsed for a connection is directed to open before an
exception message is generated.

Time in seconds an application waits for a request to complete.
Time in seconds an application waits for a response to complete.

True/False. Enable Secure Sockets Layer. Server must be configured
for SSL as well (address preamble: https://).

Default is False. If a proxy is configured, allows connections to
bypass for local addresses.

Uniform Resource Identifier of the proxy.

Default is Anonymous. There is a range of selectable values. Contact
your server administrator for your parameter.

Default is False; sets use of local auto-configured HTTP proxy.

Revised April 17, 2012
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4. From the Options | OpenSpan Server panel, choose Advanced Configuration | Event Services. The following

dialog box displays.

X

2= 2l |5
B Batching Configuration

BatchMaximum Duration 60

BatchSize 100
E Performance

Compression True
BatchMaximumDuration
The amount of time the batch processor will wait between batch
transmissions to the server (n seconds) in the event that the prefemed ...

OK I Cancel

TABLE 3. OpenSpan Server Event Services Configuration

Property Description

BatchMaximumDuration The amount of time in seconds the batch processor waits between
batches before sending to the server.

BatchSize Number of messages per batch. Special note: For High-Level Events,
batching is often required because of the high volumes of events
records generated. It quite often happens, however, that when
batching is invoked it's forgotten temporarily when testing
throughput. Administrators who are waiting for the OS_Events
table in the OS_Server database to be populated can think that no
events are being reported, when in fact there is latency due to
batches being assembled before being written to the table.

Compression Default is True. Enables compression for batches sent to the server.

Certificates

Certificates are generally not required for OpenSpan Studio 5.2 to connect to OpenSpan Server 5.2, unless required
to sign runtime packages upon upload. In that case, a certificate matching the server’s certificate authority should
be imported to the workstation’s certificate store under Trusted Root Certification Authorities.

OpenSpan Server 5.2 April 17,2012
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Matching Configuration and Promotion Levels to
Runtime Packages for Debugging

Because OpenSpan Server 5.2 allows Business Analysts and people with similar roles to further modify Runtime
deployment packages, OpenSpan Studio 5.2 has an additional toolbar for developers to select different versions of
the same solution so that debugging and changes made in OpenSpan Studio are to the correct variant.

Project Configuration - Mone - - | Run as Group - None - - £ Promotion Level - None - -

]

The variables are:

®m Project Configuration — Assigned configuration(s) from OpenSpan Studio
® Run as Group — Reflects the Group assignment(s) made to the package on OpenSpan Server
m Feature Set Level — Development or Production, as designated on OpenSpan Server

Technical advisory: Solutions are given a unique package ID in OpenSpan Studio. The use of the toolbar in OpenSpan
Studio described in this section in conjunction with runtime package administration on OpenSpan Server assumes
that a solution’s package ID is unchanged. Be aware that if you perform a “Save As” for a solution in OpenSpan
Studio, the package will receive a completely new package ID and version features such as this toolbar will be
ineffective. Additionally, of course, OpenSpan Server will not recognize the new package ID and changes such as
feature sets would be lost.

Project Configurations

Developers can add project items called Configurations in OpenSpan Studio that capture and enforce certain default
properties from interrogated application controls. For a full explanation of Configuration components, see the
OpenSpan online help; the main point in this publication is to show that when working jointly between OpenSpan
Studio and OpenSpan Server on a solution that has multiple configurations assigned, the developer now can ensure
that any debugging or changes to the solution are being done to the correct variant.

Revised April 17, 2012 OpenSpan Server 5.2
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The Project Configuration default is None. Any available configurations are accessible from the drop-down list box as
shown here.

Configurationl.os
Configuration2.os

- P2 ServerProject
+ =d| Properties
+ |_-5| References
1§ (5] Calc.os

-@"% CalcProcessMetadata.os

Configurationl.os

See also “Assigning Configurations to Groups” on page 4-31.

Note: When deploying configurations from OpenSpan Studio to OpenSpan Server, ensure you select Deploy All
Configurations from the solution menu choices.

Run as Group

And finally, developers making changes to deployed solutions in OpenSpan Studio can also select the correct Group-
assigned parameters for a solution as shown here. The Server-side explanation is available here: “Assigning Groups
to Packages” on page 4-34

Run as Group |- Mone -

——

Customer Service Agents (Inbound)
PJ2_Doc

| @

OpenSpan Server 5.2 April 17,2012
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Promotion Level

OpenSpan Studio now allows the same flexibility in selecting appropriate Promotion levels for a solution/
deployment package. To read more about how OpenSpan Server assigns these settings, see “Assigning Feature Set
Levels” on page 4-33. When debugging solutions in OpenSpan Studio, ensure that you select the correct Promotion
Level for the package’s feature sets.

Promotion Level |- Mone - ~|
1
H Developrnent
|Production
Revised April 17, 2012 OpenSpan Server 5.2
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Producing Process Automations

General

And finally, Process automations created in OpenSpan Studio can send specific Events to the Events table in the
OS_Server database that don’t change the process state from desktop Runtime solution packages. There are infinite
ways to build these automations based on different business cases, but they use a new OpenSpan Studio 5.2
component called the ProcessPublisher, which writes its own category of data to the Events table.

Process Automation Creation

Processes and metadata are defined on OpenSpan Server 5.2, as explained in “Managing Processes” on page 4-36.

New Process

First a process is created. A Server user creates a new process...

e -

Processes ﬁ 4 Create New ﬂ' More Options
Process Name Process Description Actions
TP AddEditStory Target process add or edit a story Edit | Delete
TP AddEditTask Target process add or edit a task Edit | Delete
TP Login Target process login process Edit | Delete
Per page 10 = Page 1 of 1 Records 1 - 4 of 4

...and saves to server. This list of processes will be available to OpenSpan Studio, if connected to the server. The
individual processes can be assigned to Runtime users via OpenSpan Server, with or without a runtime package. The
assigned processes will appear in the drop-down list box on the Process Toolbar (see “Process Toolbar” on page 5-7).

Agent Call Wrap Final steps: Using Siebel and desktop suite. Edit | Delete
PJ2_Process] Test for ProcessPublisher Edit | Delete
TP AddEditStory Target process add or edit a story Edit | Delete
TP AddEditTask Target process add or edit a task Edit | Delete
TP Login Target process login process Edit | Delete
OpenSpan Server 5.2 April 17,2012
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Metadata Creation

Then metadata — dimensions or facts — is added to the Process.

Add Metadata

Name:

Type:

Dimension: descriptive field used for searching or categorization

Dimension: descriptive field used for searching or categorization

Fact: numeric field used for analysis

Once the metadata is associated with a Process on OpenSpan Server, then Processes and associated metadata are
ready for inclusion in process automations.

ProcessPublisher

A ProcessPublisher component is added to the solution in OpenSpan Studio, and a process bind property connects
the ProcessPublisher to the metadata for any defined process residing on OpenSpan Server.

Fi’mperﬁﬁ > 1 X :x iaEJEEt Explorer

processPublisherl v] ¢+ processPublisher1

=HE 71l G

5 Behavior (= s CaIcPrncessMet.adata

i {4 processPublisherl

ErrorOnConzecutivesta False

= e s | S| & variable2
(Mame) processPublisherl ||| ||| | £, variabled
FullMame on CalcProce CalcProcessMetadata.procey (| (|| | . &, variabled
Uniqueld og CalcProc .-'-uh:matu:éiEES?’EGQSSEEE _____ £ variable5

El Misc OPE“ pan stuaio | || &, variable6

#-/5] Motepad
Find:

Process P12 Processl

TP AddEdi Task
TP Login

1. Access the Properties for the ProcessPublisher.

e Set ErrorOnConsecutiveStarts to True to display an error if SendStart happens more than once before a corre-
sponding SendStop in the same automation.

Revised April 17, 2012 OpenSpan Server 5.2
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e If set to True, configure exception handling such as Try-Catch blocks between components. Additionally, set
the Suppress Errors property to True for the automation

e Set ErrorOnConsecutiveStarts to False (default) to accept SendStarts without terminating SendStops in the
automation.

e The ProcessPublisher has a method, Abort, to be employed in automa-
tions to refresh component’s state to brand new. It is the equivalent of the
Abort button in the Process Toolbar (see “Process Toolbar” on page 5-7),
and interrupts and resets the process state.

= process Publisher] =
Abort

2. Bind the automation to a Process existing on OpenSpan Server. Choose the Process property, and the Select
Process dialog box displays. Choose the correct process for the automation.

3. Set UseKeys to True to enable keys to account for each instance of the automation as a different process. (The
default is False.)

Example Automation

Then depending on business and reporting objectives, the SendStart and SendStop ProcessPublisher methods can
be used to “tag” or identify important desktop user actions for analysis. Process Events are sent to the Events table
of the with a property of 4. This example attaches metadata to button controls and sends it when the controls are
clicked as part of a pre-defined process. A middle event has been inserted in this example, just to show that
intermediate events of interest can be placed in the automation and even intermixed with ProcessPublisher
methods, depending on the need. ProcessPublisher is a very flexible component.

[z |btnButton1 = < processPublisher1 =
Click SendStart
Dimension 1
£ variablel £
Properties

Value: One-Start

[2t]btnButtons = <. processPublisher1 =
Click Send
eventMame
o Dimension 1
= .wvariable? S
Properties

Valua: Cantinue

[xt]btnButions = <+ processPublisherl =
Click SendStop
1@ Dimension 1

¢ variable3 =
Properties
Value: Stop

OpenSpan Server 5.2 April 17,2012
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Upload to Server and Runtime Download

Process automations are uploaded to OpenSpan Server along with their parent solutions. Upon download to the
end-user desktop, they can function independently of other automation or added Feature logic, but continue
working at all times when triggered to send custom metadata to the OS_Events database.

Revised April 17, 2012 OpenSpan Server 5.2
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Chapter 4 OPENSPAN SERVER 5.2

ADMINISTRATION AND
MANAGEMENT

In this Chapter

Welcome to the Server Administration and Management Chapter of the OpenSpan Server 5.2 Administration and
User Guide. This chapter is organized into the following topics:

“Sign-on to OpenSpan Server” on page 4-4

“Groups and Users” on page 4-6

“Managing Deployment Packages” on page 4-20
“Managing Group Runtime Settings” on page 4-39

e “Adding, Editing, Deleting Features” on page 4-21
e “Assigning Feature Sets to Groups” on page 4-29

e “Assigning Configurations to Groups” on page 4-31
e “Assigning Feature Set Levels” on page 4-33

e “Assigning Groups to Packages” on page 4-34

“Site Settings” on page 4-44

General

OpenSpan Server 5.2 is a Web-based application environment that allows users of OpenSpan software to:

Set up Groups of Users, and import Users
Receive uploads of runtime deployment packages from OpenSpan Studio

Add features such as tooltips and default values to end-user desktop applications referenced by OpenSpan Run-
time solutions

Assign the following to Groups:
e Runtime deployment packages
e Feature sets

Different runtime deployment package configurations
e A Process Toolbar for instrumenting user processes

Send High-Level and Custom events data from user desktops to the Events database and generate visualizations
and reports

OpenSpan Server 5.2 serves as a crucial middle piece in an architecture consisting of OpenSpan Studio, OpenSpan
Server, and OpenSpan Runtime. While it is still possible, as in earlier OpenSpan releases to develop solutions in
OpenSpan Studio and deploy them directly to the desktop, OpenSpan Server provides a ready-made administration
tool.

OpenSpan Server 5.2 Revised April 17,2012
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Dependencies

OpenSpan Studio 5.2 is a prerequisite for OpenSpan Server 5.2. It creates the runtime solutions that are uploaded to
the server for distribution to user desktops.

Master Tip — Find Searchable Content

A brief word on one of OpenSpan Server’s common-menu features, the Search box. On screens having searchable
lists, such as Users, Groups, and in other selection screens, use the Search box to quickly find your selections.

Enter search criteria

The example below shows a search for the name Karen in User Accounts.

1. Enter the desired search term string.

2. The Search box expands downward with any items located meeting the criteria.

©openspan —_—

Karen User57

Overview Reports & Graphs Manage Setup Karen Users0

U A A Karen QA5 H— ‘ Click to see
SR rEEoumS = Create Ney “Karen User3g Ruons
Type Email Address 5 First Name Last Name L SAlEH AL
Karen User&3
u admin@openspanserver.com Tenant Administrator i Karen User8& ==
K. Userg3
u brian.norman@openspan.com Brian Morman aren Lser =f=
Karen QA4
u karen.appchurn@®openspan.com Karen ApplicationChurn " Karen Userl1 =%
n karen.automationbroker8 1 @openspan.com Karen AutomationBroker81 26-5ep-2011 09:40 AM Edit | Delete
3. Choose a result from the drop-down list and click; the choice displays.
©openspan Karen Qa5
Overview Reports & Graphs Manage Setup
User Accounts m = Create New 2 Reset Password £* More Options
Type Email Address : First Name Last Name Last Login Actions
u karen.ga5@opgnspan.com Karen QAS 13-Sep-2011 03:50 PM Edit | Delete
Revised April 17,2012 OpenSpan Server 5.2
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Note: The Search box is a powerful tool. It accepts basic text strings, and also contextual wildcards, such as the %
sign. Adding a % sign indicates that the text preceding or following the pattern can be ignored. For example, %Bob
will include items that have Bob somewhere in the string, not just at the beginning.

OpenSpan Server 5.2 Revised April 17,2012
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Sign-on to OpenSpan Server

Signing On

1. Open a Web browser — Internet Explorer is recommended. Navigate to the OpenSpan Server Uniform Resource
Locator (URL) specified by your OpenSpan Server installation team. The sign-on dialog box appears.

Sign in to the OpenSpan Server

Email Address:

admin@admin_cum|

Password:

[¥] Remember my email address

Forgot GEEETEN
Forgot Email Address or Password

2. Administrators typically have an administrator set of logon credentials.

Default Tenant Administrator login:
e Username: admin@openspanserver.com

e Password: password (all lower case)

3. Other users have different levels of access, depending on how the user account is set up. See “Groups and Users”
on page 4-6.

4. Click Sign In.

5. If prompted, Change your password. Continue. The Welcome Screen Displays.
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Welcome Screen

The OpenSpan Server Welcome Screen has a number of elements.

©openspan

Welcome to OpenSpan Server

What can OpenSpan Do for Me?

# Provide insights about how long processes take to complete and how groups and individual users perform inthose processes
@ Give an accurate measure of application usage (duration) and metrics (keystrokes, errors, churn, copy/paste events, etc.)

# Measure user performance and provide statistics on which users are most and least efficient

.

Easily deploy OpenSpan solutions to user groups created in OpenSpan or imported from Active Directory

Set default values for many control types
General Information

Crefine and show field level pop-up help

Help is Just a Click Away... How to create Users and Groups...

: | How to set the default values for a target application control...
Answers in Help Center i . =

Contact OpenSpan Support 1 How to assign permission to run a deployment package...

I | What can be learned from the Application and Process Activity Reports...

Help Topics

What can be leamed from the User Performance Reports...

® The top menu of actions and functions contains Reports and Graphs, Management, and Setup tasks.
®m The general information area explains basic facts about the application.
®m Help topic links on the bottom assist in basic tasks.

OpenSpan Server 5.2 Revised April 17,2012
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Groups and Users

A key organizing principle of the architecture between OpenSpan Studio, Server, and Runtime is the use of Groups
and Users who make up those Groups. Groups and Users are administered via OpenSpan Server. There are no pre-
loaded Groups, for reasons that will become clear as we look closer, and users are added based on your enterprise’s
user population.

Some Facts about Groups under OpenSpan Server

®m  Groups are a central concept in the OpenSpan Server architecture. Group membership defines what a user does
and doesn’t do. For example, a desktop OpenSpan Runtime user might automatically download and run a
process improvement automation that is completely different from one that is designated at the server level for
another user who is assigned to a different group. Or, the same desktop automation may be assigned with
different tool tips to two similar end-users based on native language or skill level. This is possible if the two users
are assigned to different Groups on OpenSpan Server.

®m  Groups are managed in OpenSpan Server by choosing Setup | Groups.

About Users

m  Users are the people who make up Groups. They are given logon credentials to access OpenSpan Server. The way
they log on and what they do depends on their job or source. Here are some examples.

m Users created on OpenSpan Server have four roles:

e Server administrators are usually skilled IT specialists who install, configure, maintain, and update the
OpenSpan Server software, the server operating system (such as Windows Server 2008), and database
operations. They have full access to all functions.

e Software developers using OpenSpan Studio 5.2 can automatically connect to OpenSpan Server and upload
Runtime deployment packages destined for other user desktops, but don’t necessarily have to use other
server functions for administering or modifying the packages. Developers cannot set up new Users and
Groups, or access site settings such as Events enabling for Groups.

e Business Analysts may access OpenSpan Server to modify Runtime desktop packages and assign them to
Groups of users. Business Analysts cannot set up new Users and Groups, or access site settings such as Events
enabling for Groups.

e Report Users receive access to the reports menus and functions.

e Runtime users normally connect automatically from their desktops to OpenSpan Server using OpenSpan
Runtime, which sends events data, downloads runtime solutions packages, and handles other functions to
improve end-use processes.

Revised April 17, 2012 OpenSpan Server 5.2
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Note: You can not change your own user role once set up. An administrator must change your role. And an
administrator’s role must be changed by a different administrator.

m  Users from Active Directory (AD) Import may be divided prior into different criteria and groups depending on
their AD status.

Adding Users

Users can come from two sources:

® Manually Add New User (below)

® Import Active Directory User, page 4-10. Note: Initial importing of Active Directory Users and Groups is per-
formed by OpenSpan Services consultants using special utilities to ensure proper configuration.

Create New @

Manually Add New User

Import Active Directory User

Manually Add New User

1. From the Setup | Users menu, choose Create New. The New Users Profile Screen displays. Enter a user First
Name, Last Name, and email address. Note: The email address will be used to send password reset notices and
other user communications.

You have the option of designating a user as:
e Runtime user

e Administrator

e Developer

e Report User

e Business Analyst

OpenSpan Server 5.2 Revised April 17,2012
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Additionally, you can set password expiration in this screen.

New User Profile

General Croups

g Rerurn 10 Use[s

Personal Information

First Name: IR Bob

Last Name: Dobbs

Email Address. Jjrbdobbs®subg.com

Domain Logon Name:  gypgjrbdobbs (e.g., DOMAIN'\UserName)

Mote: When a new account is created an email containing a temporary password is sent to the user.

Account 5tatus

Role:

‘Runt\me—User T

Administrator

Business Analyst
Developer

[T User account

Runtime-User

Revised April 17, 2012 OpenSpan Server 5.2
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2. Click Save. A New User is created. The Status defaults to Active. For Type, Yellow = non-Active Directory, Red =

User is from Active Directory but no longer exists, Green = User is from Active Directory and is valid.

J.R. Bob Dobbs's Profile

General

« Return to Users

Personal Information

First Name: J.R. Bob
Last Name: Dobbs
Email Address: jrbdobbs@subg.com

Domain Logon Name:  gygGijrbdobbs
hange Password

New Password:

Confirm:

| User must change password on next login

Account Status

Type: !‘-.— } OpenSpan

Status:

Bole Report User

[l User account expires on:

(e.g., DOMAIN'UserName)

3. Next, click the Groups tab to assign the user to a Group.

J.R. Bob Dobbs's Profile

« Return to Users

e If there are no Groups to assign a User to, see “Adding Groups” on page 4-14 below.

e If at least one Group exists, see “Assigning Users to Groups” on page 4-17.
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Import Active Directory Users

Note: Some Active Directory import functions will be deprecated after the release of OpenSpan Server 5.2 from
the user interface below in favor of other import utilities. The OpenSpan Services specialist who enables your
deployment has the latest console utilities for your deployment.

Importing Active Directory Users first requires communication between OpenSpan Server and the Active Directory
server. See “Site Settings” on page 4-44.

The import procedure follows the same pattern as other steps that move Users from the Available column to the
Selected column.

1. From Manage | Users, choose Create New | Import Active Directory User.

User Accounts o= Create New 2 Reset Password £} More Options

Manually Add New User
Type Email Address First Name Last Nan Actions

Import Active Directory User é
m admin@openspanserver.com Tenant Administracor TEoANgTEUTT U 20 AM Edit | Delete

Note: Only users with an email address entered in the imported database are populated in the grid. This is
because email is a required field in OSS.

2. The grid allows three options.

e Members. This option shows the already-imported users.

e All Users. This option shows all available users in Active Dlrectory. Users previously imported don’t have the
Add link in the Action column next to their names, but show as Imported. Clicking Add imports a user to
OpenSpan Server and if the user is a member of a previously-imported Active Directory Group, the User/
Group relationship is automatically made in OpenSpan Server.

e Import all users. Use this option to import all available AD users to OpenSpan Server. Group affiliations are
automatically assigned if the user is a member of a previously-imported Active Directory Group.

—]

Members (1) All Users| Import all users ‘.—

First Name Last Name Account Name Email Address ¥ Action
!.ﬂ.lberto Montellano amontellano amontellano@openspan(] lab  Add |

3. If there are no errors on import, the green Users successfully imported message displays, with a Show
important details link.

Members (32} All Users| Import all users

Users successfully imported. Show Import Details | “‘_

First Name Last Name Account Name Email Address y Action

E:-‘l..lbertcr Montellano amontellano amontellano@openspand] lab  Imported

g.ﬂ.ndy Murray amurray amurray@openspan(] .lab Imported

é.ﬂ.ndrea Pirlo apirlo apirlo@openspani] _lab Imported
Revised April 17, 2012 OpenSpan Server 5.2
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4. Clicking Show import details provides information on the import results. Click Return to Selection.

31 Active Directory users have been imported.

Return to Selection «-‘—

5. However, if there were import errors, the Some errors were reported message displays. Click Show Import
Details to access information on the errors.

Members (321 All Users| Import all users

Some users were not imported. Show Import Details | 1‘_

First Name Last Name Account Name Email Address : Action

Alberto Montellano amontellano amontellano@openspan(] lab  Imported
Andy Murray amurray amurray@openspan(] .lab Imported
LN e Dopl- ool ER AT PN P =P =P T =] 01 1ok L et o

In this case, the number of successful versus failed imports displays, as well as information on how to fix the
errors. Return to Selection takes you back to the grid.

24 Active Directory users have been imported.

7 users were not imported because there are existing users with the same email address.

pmachicado@0Openspan] lab
amontellano@openspan(] lab
eortuno@openspan(]_lab
vmercado@openspan(] . lab
ndjokovic@openspan(]1 .lab
mozzil@openspan(1 .lab

Imessi@openspan(]_lab

Rename the users that failed to import and perform the import again.

Return to Selection —

OpenSpan Server 5.2 Revised April 17,2012
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Reset Password

Use the steps below to reset a User’s password. Note: These steps require an accurate email address for the User,
whether or not the User account is manually created or imported from Active Directory.

1. Access Setup | Users.
2. Select the user whose password you wish to reset by clicking the user’s row in the user account list.

3. Click Reset Password. This sends a reset email to the address in the user account list.

User Accounts 2. Click # ¥ More Options

Type Email Address First Name Last Name Last Login Actions
u admin@openspanserver.com Tenant Administrator 21-Aug-2011 09:29 AM Edit | Delete

4. A confirmation dialog displays notifying you that a reset email was sent to the user.

Enter search criteria

o Create New I {7 Reset Password i

Revised April 17, 2012 OpenSpan Server 5.2
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Delete, Deactivate, and Reactivate Users

Two options exist for removing Users: Delete, which is permanent, and Deactivate, which retains the User account
but removes it from active processes on OpenSpan Server. The steps below explain how to perform deletions,

deactivations, and how to reactivate a User.

1. Choosing Delete from the User view allows three possibilities:

e Deactivate — Keep the User, but remove from active service.

e Delete — Remove the User and all attributes from the OpenSpan Server database.

e Cancel — Return to the Users screen.

User Delete Confirmation

You have selected to delete the | R. Bob Dobbs user.

To keep the user for future use, click Deactivate. To
permanently delete the user, click Delete.

If you choose Deactivate and wish reactivate the User:

1. Choose More Options | Show Inactive.

2. The list of inactive Users displays.

3. Select the User you wish to reactivate, and choose More Options | Activate User.

2 Reset Password Q More Options

* Activate User
Last Login

User Accounts & Gl N

Type Email Address First b ACtivate User Status

‘ B admin@openspanserver.com Tenant Administrator 21-Aug-2011 09:29
‘B bdobbs@subg.com Bob Dobbs EIms

Refresh

+ Show Inactive i

Edit | Delete |

4. The User is now active.

OpenSpan Server 5.2
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Adding Groups

Once business requirements have defined the types and general composition of the Groups of end-users who will
ultimately user OpenSpan Runtime on workstation desktops, add those Groups to OpenSpan Server.

Get started adding Groups by following these steps:

1. From the Setup menu, choose Groups.

Users

| Groups
r

2. The Groups administration screen displays. Note: If there are no Groups created, this screen will be empty.

Note: From this screen, you can always click to highlight a Group, and then select Edit to change information or
Delete. See “Delete, Deactivate, and Reactivate Groups” on page 4-16.

Overview Reports & Graphs Manage Setup

Groups 4 Create New a More Options
Type Group Name Group Description Actions
E Development Development Edit | Delete
n Users Users Group Edit | Delete
Per page 10 = Page 1 of 1 Records 1 - 10 of 10

There are two sets of options:

o Create New

e More Options

Revised April 17, 2012 OpenSpan Server 5.2
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Create New — Manually Add New Group

1. To create a new group, select Create New.

Create New @ i) Mare Ogtions
Manually Add Mew Group

Import Active Directory Groupf o

There are two further options:
e Manually Add New Group
a. Select Manually Add New Group. The New Group Window Displays.

b. Enter a Group name and a description.

New Group

« Return to Groups

Group Information

Title: Customer Service Agents (Inbound)

Description: 2
Test for Documentation Purposes |

OpenSpan.com | Feedback

c. Click Save. The created Group screen displays.

e Title: Name of the Group (editable).

e Type: Yellow = Locally created (not imported from OpenDirectory); Red = From Active Directory, Status
Unknown; Green = Active Directory/Valid. See “Adding Users” on page 4-7.

e Status: Green = Active. Red = Inactive.

OpenSpan Server 5.2 Revised April 17,2012
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d. The Group is now available for assigning Users. Select the Members tab. Current Users assigned to the Group
display. Or, to add the User to a Group, follow the procedures under “Assigning Users to Groups” on page 4-17.

Customer Service Agents (Inbound) Group

Title: Customer Service Agents (Inbound)

Type: OpenSpan
Status: ~ P

Description: k
Test for Documentation Purposes.

Create New — Import Active Directory Group

To import Groups from Active Directory, first establish a connection between OpenSpan Server and the Active
Directory source. See “Site Settings” on page 4-44. The procedure for import is very similar to that of importing
Users. See page 4-10.

Delete, Deactivate, and Reactivate Groups

Two options exist for removing Groups: Delete, which is permanent, and Deactivate, which retains the User account
but removes it from active processes on OpenSpan Server. The steps below explain how to perform deletions,
deactivations, and how to reactivate a User.

1. Choosing Delete from the Group view allows three possibilities:

e Deactivate — Keep the Group, but remove it from active service.
e Delete — Remove the Group and all its attributes from the OpenSpan Server database.

e Cancel — Return to the Group screen.

Group Delete Confirmation

Yau have selected to delete the PJ2_Doc group.

To keep the group for future use, click Deactivate. To
permanently delete the group, click Delete.

Revised April 17, 2012 OpenSpan Server 5.2
4-16 Administration and User Guide



OpenSpan Server 5.2 Administration and Management | Groups and Users

2. If you Deactivate, and wish to Reactivate the Group, then use the More Options menu and select Show Inactive.

The Inactive Groups are indicated under the Status column.

Groups < Create New £# More Options {b

Toup
Type Group Name Group Description Status Actions
r = Refresh

m Customer Service Agents (Inbound) Test for Documentation Purposes. Edit | Del ]
| - ' Show Inactive

3. To Activate the Group, click the Group in the display to select, then from More Options choose Activate Group.

= Create New £F More Options

Actions *

Refresh

r ' Show Inactive

4. The Group’s Status is now Active.

Groups <= Create New 4} More Options

Type Group Name Group Description Status Actions

Edit | Delete

‘ E:] Customer Service Agents (Inbound) Test for Documentation Purposes.

Assigning Users to Groups

Once at least one User and one Group are created, the next step is to assign a new User to a Group.

1. If you just added a User, then you are displaying the User’s Profile. If you have exited the Profile screen return by
choosing Setup | Users. The User Accounts screen displays. Select the User, and Edit.

2. From the User’s Profile screen, select the Groups tab, and click Add or Remove Groups.

Bob Dobbs's Profile

General
« Return to Users Add or Remove Groups
Type Group Name Group Description
Users Users Group ‘
Per page 10 = Page 1 of 1 Records 1 -1 of 1
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3. The Assign Groups window displays.
e Click Add to add the user to a specific Group.

e Quickly assign to all Groups, or Remove with one click.
e Sets of Groups can be selected from this window for assignment.

Assign Groups to User

H roups (1 | Gr 5
ASSIQI’I to all/ Groups (1) | All Group
Remove from all

Assign all groups | Remove all groups,

Group Name : Description Action

abc abc Add
Customer Service Agents (Inbound) A PJ2 Test Group b Add

Development
Click to add

Dorian Test Group My test Group
Eniineeing user to Group
P]2_Doc Documentation of 055 5.1 5P1 Add
QA Add
Users Users Group Group [x]
Virtual Broker Group Add
zTest Group 01 Add
Per page 10 = Page 1 of 1 Records 1 - 10 of 10

4. The User is now assigned to the new Group (Customer Service Agents [Inbound]). To remove this user from the
Group, simply click the linked (X).

Assign Groups to User
Groups (2} | All Groups
Remove all groups

Group Name :- Description Action

abc abc Add

Customer Service Agents (Inbound) A PJ2 Test Group Group [x] I

Development Add

Dorian Test Group My test Group Add

Engineering Add

PJ2_Doc Documentation of 055 5.1 5P1 Add

QA Add

Users Users Group Group [x]

Virtual Broker Group Add

zTest Group 01 Add

Per page 10 = Page 1 of 1 Records 1 - 10 of 10
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5. Click OK. This returns you to the User’s Profile screen. Note that the User is now assigned on the Profile screen to
the Customer Service Agents (Inbound) Group. The Group’s description also displays for reference. A prominent
icon displays confirming that the Group is active. If inactive, see “Delete, Deactivate, and Reactivate Groups” on

page 4-16.

J.R. Bob Dobbs's Profile

« Return to Users Add or Remove Groups

Type Group Name : Group Description Status
EE Customer Service Agents (Inbound) A Pj2 Test Group
Valid (Active) Group
Page 1 of 1 Records 1 - 3 of 3

Per page | 10 |z|
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Managing Deployment Packages

OpenSpan solutions developed in OpenSpan Studio 5.2 are configured (with specific runtime parameters), if
appropriate, and deployed via direct upload to OpenSpan Server. There, they can be accessed by registered
OpenSpan Server users and modified, promoted, and assigned to Groups that were set up in the section “Adding
Groups” on page 4-14.

Users assighed to those Groups (see “Assigning Users to Groups” on page 4-17) have login credentials to desktop
workstations equipped with OpenSpan Runtime 5.2, a licensed small-client application. Depending on how
OpenSpan Runtime is configured, a User logging in to a Runtime-equipped workstation automatically downloads a
runtime package of the original OpenSpan solution that has made its way from OpenSpan Studio to OpenSpan
Server where it has likely been customized for each User Group. Note: Runtime Users may only be assigned events
reporting or use or the Process Toolbar. See Chapter 5, OpenSpan Runtime 5.2 Configuration for more information.

Tip: Use the Search box

Find the Package you’re looking for in less than a second using a string prompt in the Search box, then click the
appropriate result.

Pl2_ServerProject

You go through the database table of available packages to the correct one.

©openspan gy

Deployment Packages

> Assign ﬁ' Mor

Package Name ersion Uploaded By Uploaded Actions
qF PJ2_ServerProject /,( 1.24 Pete |ohnson 13-5ep-2011 04:40 PM Delete
Per page 10 - Page 1 of 1 Recard
Revised April 17,2012 OpenSpan Server 5.2
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Adding, Editing, Deleting Features

After a deployment package is uploaded to OpenSpan Server from OpenSpan Studio, a server user with appropriate
credentials can assign Features that follow the package through download to individual user desktops based on User

and Group assignments.

There are two categories of Features available in OpenSpan Server 5.2:

m Default Values. Certain categories of interrogated controls can be set with default values. Examples include text
fields that can be set to contain specific text, masking properties, or are automatically blank on application open.
Other examples might be properties with boolean radio buttons (On/Off, Yes/No) or similar selectable values.

m  Pop-up Help. This feature allows you to set pop-up balloons with titles, text, a informational or custom icons.
When a user selects a control that accommodates pop-up help, the Feature displays. Examples include items
requiring specific process guidance, especially when the same control must be explained in different languages.

General

1. Access the main package directory via Manage | Deployment Packages. The Deployment Packages window

displays. Expand a package by clicking the Plus (+) icon to the left of the package name.

= Assign ﬁ More Options
Deployment Packages
Package Name Version Uploaded By Uploaded Actions
aF TargetProcessTest "/;, 1.1 Tenant Administrator 09-Aug-2011 01:22 PM Delete
aF CalcGoogle A 1.0 Tenant Administrator 10-Aug-2011 10:26 AM Delete
aF F]2_ServerProject "/;, 1.15 Peter Johnson 2 12-Aug-2011 02:05 PM Delete
aF OpenSpan3_1_testl A 1.0 Peter Hall 11-Aug-2011 09:25 AM Delete
aF MiniCRMOss :/;’ 1.1 Gregory Griffin 12-Aug-2011 11:59 AM Delete
Per page 10 = Page 1 of 1 Records 1 - 5 of 5
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This displays the Feature Set Levels for that package along with the ability to Edit or Delete Features.

I

| = PJ2_ServerProject /: 1.15 Peter Johnson 2 12-Aug-2011 02:05 PM Delete

Feature Set Level Last Revised By Last Revised Actions
;—ﬁ Production Peter Johnson 2 12-Aug-2011 02:02 PM Edit | Delete Features
&g Development Promote Peter Johnson 2 10-Aug-2011 03:16 PM Edit | Delete Features

2. Select Edit. In this example, we’ll modify the Feature Set Level assigned to Development. You can also modify
Production, if the package has been promoted, though this is not recommended as saving may cause unwanted
replacements of package features. For more, read about package promotion under the section “Assigning
Feature Set Levels” on page 4-33.

= PJ2_ServerProject /: 1.15 Peter Johnson 2 12-Aug-2011 02:05 PM Delete

Feature Set Level Last Revised By Last Revised Actions

1:‘;5- Production Peter Johnson 2 12-Aug-2011 02:02 PM Edit elete Features
:‘_\')l Development Promote Peter Johnson 2 30“ -Selete Features

3. The Feature Sets window displays. The main parts are:

e Drop-down list box of adapters included in the OpenSpan runtime deployment package
e An expandable hierarchy (tree view) of interrogated controls for each adapter.

e Tabs for adding or changing the Default Values, if appropriate, or adding Pop-up Help to a control

Revised April 17, 2012 OpenSpan Server 5.2
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4. Select an adapter, and its interrogated controls display in a hierarchy.

Pj2_ServerProject Feature Sets

Tabs:

Default Value (0) Pop-up Help (0) 6 Default Value

'Notegad Pop-up HEIP
Adapters « Return to Deployment Packages

Calc

Collapse All | Content

i [Mcale

wli ActiveXFactory
ButtonClear
ButtonEquals
ButtonOne
® rbDegrees

The selected component does not rt default val

. Learn Why

Control hierarchy for
selected adapter

5. Select a control from the hierarchy, then select a tab to add a Default Value or Pop-up Help. If the Feature isn’t
appropriate for the control, an information message appears with a link to explain why. For example, a clickable
button won’t normally accept a Default Value — the value is whatever string resource comes with the control,

such as a numbered calculator button.

OpenSpan Server 5.2
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Adding Pop-up Help

Selecting a button or similar control does, however, allow you to add Pop-up Help.
1. Select a control from the hierarchy.

2. Select the Pop-up Help tab.

3. Click Add New Feature to continue.

PJ2_ServerProject Feature Sets
Calc IZ| Default Value (0) Por
« Return to Add New Feature

.=« allows Pop-up Help.

—-up Helg View Object

e}

Collapse All | Content

i 7 Order Group Assignments Last Modi Click to Add New
4.1 jCalc
ActiveXFacto o 1 PJ2_Doc 10-Aug-2 Feature.
ButtonClear Button-n
|2t/ ButtonEquals
- (] ButtonOne Per page 10 = Page 1 of 1 S s e

® rbDegrees

If there are existing Pop-up Help Features, the new feature working area displays under them.

Default Value () Pop-up Help (1} View Object
« Return to Deployment Packages Add New Feature
Order Group Assignments Last Modified Actions
> : ﬁ Existing feature
= New Feature | New feature
Groups:
Title:
Message:
lcon: Nis &
Pasition: Top Right o

Revised April 17, 2012 OpenSpan Server 5.2
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4. Assign the following properties for Pop-up Help:

Title — Appears at the top of the Pop-up

Message — Text for the user

Icon — Choose None, Info, Warning, or Error, depending on the context of the message

Position — Location in the Pop-up Help dialog bubble: Top Right, Bottom Left, Bottom Right

Order Group Assignments Last Modified Actions

Groups:

Title: Clear

Message:
Press to Clear.

lcon:
Info -

Position: Top Right -

5. Click Save. The new Feature appears in the Features list.

How will this feature appear on the Runtime User’s desktop? The User clicks the button and the Pop-up displays.

FE=NE e ] Fron
1 o — _l

| e I

i | g | @ Clear
= Press to Clear.

|| 6 Jr—pp——

Tip: View Screenshot

OpenSpan provides visual confirmation of the controls you use as Feature Set attachment points for an interrogated
application. With the control selected, click Screenshot in the upper right to see an image of the interrogated
control.

ﬁ Screenshot
Add New Feature

Last Modified Actions

OpenSpan Server 5.2 Revised April 17,2012
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The image capture follows the package from OpenSpan Studio to OpenSpan Server and is a handy reference when
adding features to potentially hundreds of controls across an enterprise.

This illustration shows the screenshot accompanying the Clear button control in the deployment package from
OpenSpan Studio to OpenSpan Server.

] = = =

View Edit Help

|

‘ @ Degrees () Radians () Grads H MC H MR, H MS H M= H M- |
[l el B2
[t fsinn | sin | o2 ||t || 7 || 8 [[ 9 || 2 ||
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Adding Default Values

Next, let’s see an example of adding a default value to a control.

Boxes and Buttons

Begin with the same steps as in “Adding Pop-up Help” on page 4-24.

1. Select a control from the hierarchy.

2. This time, select the Default Values tab.

3. Click Add New Feature to continue. A different window displays for adding default values.

4. Check- or radio-box controls allow Checked or Unchecked.

Order

Group Assignments

Last Modified

Actions

ap 1 P]2_Doc

o Mew Feature

Groups:

10-Aug-2011 03:17 PM

Radio button default state: Unselected

Selected
Unselected

Delete

Text Controls

Text controls are a different story and automatically are available if the control you choose is a text field. These allow
flexibility of default values for business purposes such as:

Clearing a field (making it blank)

Masking sensitive data

Completely blanking sensitive data

Automatically populating a field with conditional information

Note: Selecting the text Use different default values for populated and blank fields toggles the text options.

L New Feature

Groups:

Toggle different

Iljsa different default values for populated and blank fields I Values

Default value:

] Make default value a blank

OpenSpan Server 5.2
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1. For text controls, the New Feature window automatically opens a Default Value window for free entry. If you
check Make default value a blank, the place-holder [Blank] populates the entry area.

Default value:
[Blank]

[#] Make default value a blank

2. To exercise other options, select Use different default values for populated and blank fields.
3. Check one of these:

a. Default value when target field is blank. Then add the text you wish to display.

b. Default value when target field is populated. The text you enter here will replace whatever is in the field when
the control is initially populated with any value.

5-_'5Default value when target field is blank:

[ Default value when target field is populated:

Make default value a blank

c. Or — Selection (b) above enables the Make default value a blank check box. Selecting this inserts that [Blank]
placeholder.

Groups

Use the same value whether the field is blank or populated

[ Default value when target field is blank:

[¥]|Default value when target field is populated:

[Blank]

[¥]Make default value a blank

Revised April 17, 2012 OpenSpan Server 5.2
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Assigning Feature Sets to Groups

General

Note: If you attempt to Save a feature without assigning a Group, you will see a prompt saying At least one group
must be assigned.

Steps

The beginning state for these steps is:

® A Feature has been added

®m There is no Group assigned to the Feature

Order Group Assignments Last Modified Actions

—

Groups: I h No Group

Title: =
s Clear assigned
Message:
Press to Clear.
lcon: Info E
Position: Top Right -

1. Click the highlighted Groups: text on the Feature window. The Assign Groups panel appears.

2. Select a Group from the Available Groups list. Tip: Control-click or Shift-click allows you to select multiple Groups
from the Available Groups column.

OpenSpan Server 5.2 Revised April 17,2012
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3. Click the right-arrow move control to transfer the Group(s) to the Selected Groups column.

Assign Groups

Available Groups “ Selected Groups
Move from PJ2_Doc I
Available... D

..to Selected

|_-| Groups.

The Group name now appears under Selected Groups. The Feature is now assigned to all instances of the parent
runtime package being downloaded by Users assigned to this Group.

Note: It is possible to assign the Feature to multiple Groups.

4. Click OK. This returns you to the New Feature screen.

5. Click Save to create the new Feature. Select the highlighted screen text to Return to Deployment Packages.

Default Value (1) Pop-up Help (0}

« Return to Deployment Packages

Order Group Assignments

Revised April 17, 2012 OpenSpan Server 5.2
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Assigning Configurations to Groups

OpenSpan solutions sometimes contain components called Configurations. These are custom sets of properties for
specific adapters. OpenSpan Studio 5.2 now has the ability to synchronize different attributes such as Configurations
with the assignments made on OpenSpan Server. For more information on that, see “Project Configurations” on
page 3-6 of Chapter 3, OpenSpan Studio 5.2 Configuration.

1. Choose Assign | Configurations to Groups.

Overview Reports & Graphs Manage Setup

®» Assign {b ﬂ More Options
Deployment Packages
Package to Groups
Package Name Version Uploaded By Uploaded -
| Configurations to Groups l
aF TargetProcessTest /{ 1.1 Tenant Administrator 09-Aug-2011 01:22 PM Delete
aF CalcGoogle /,( 1.0 Tenant Administrator 10-Aug-2011 10:26 AM Delete
= PJ2_ServerProject /{ 1.15 Peter Johnson 2 12-Aug-2011 02:05 PM Delete
Feature Set Level Last Revised By Last Revised Actions
E’@ Production Peter Johnson 2 12-Aug-2011 02:02 PM Edit | Delete Features
Q’Q Development Promote Peter Johnson 2 10-Aug-2011 03:16 PM Edit | Delete Features
aF OpenSpan3_1_test] :/,( 1.0 Peter Hall 11-Aug-2011 09:25 AM Delete
aF MiniCRMOss 7,( 1.1 Gregory Griffin 12-Aug-2011 11:52 AM Delete
Per page 10 - Page 1 of 1 Records 1 - 5 of 5
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2. Adialog box displays allowing you to select a configuration for each Package/Group assignment from the set of
available Configurations added in OpenSpan Studio.

Assign Configurations to Groups

Deployment Package:'PJ2_ServerProject’

Group Assigned To Package : Configurations
Customer Service Agents (Inbound) tunﬁguration] |EJ
| No Configuration
PJ2_Doc ’ Corrﬁguratn] %
Configuration2
Selecta
Houpmay | W Configuration from View 1 -2 of 2
the available items

£ =3

3. Assign the appropriate Configurations to Groups, then click OK.

Assign Configurations to Groups

Deployment Package:"PJ2_ServerProject’

Group Assigned To Package : Configurations
Customer Service Agents (Inbound) Configuration -
P}2_Deoc Configuration2 -

Per page 10 = Page 1 of 1 View 1 - 2 of 2

=D =3

4. The Configurations are now available when their Runtime packages are downloaded by the respective Users who
are members of the Groups assigned.

Revised April 17, 2012 OpenSpan Server 5.2
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Assigning Feature Set Levels

OpenSpan Server 5.2 lets you work on a package in “sandbox” mode in the Development level, then promote it to
Production status. This makes it the version that is downloaded when Runtime Users assigned to the appropriate
Groups connect from the desktop.

1. From Manage | Deployment Packages, expand the details of a deployment package by clicking the Plus (+) icon.

2. When you have finished all development work on the package and wish to promote to Production, click the
highlighted screen text Promote.

! Feature Set Level

2. Production
=7

&2 Development|Prom
=7

OpenSpan Studio 5.2 allows developers to work on the package in either Development or Production status by
making a toolbar selection. See “Promotion Level” on page 3-8 of Chapter 3, OpenSpan Studio 5.2 Configuration.

Notes on Feature Set Promotion

Exercise caution when promoting Feature Sets from Development to Production, or changing Feature Sets in
Production. Doing this without careful planning can cause great confusion and possibly derail an otherwise excellent
matrix of downloaded Runtime, user-focused packages.

® Promotion Immediately replaces the Feature Set in Production with the Feature Set in Development. This can
not be undone. A dialog box asks you to confirm the choice.

Feature Set Promotion Confirmation

Are you sure you want to replace the existing production feature set
with the development feature set?
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m Likewise, however, if you delete Features from Production, the Development version of the package wil
up” and the Feature will also be lost from Development. A dialog box asks you for confirmation.

Feature Delete Confirmation
You have selected to delete feature 1.

Are you sure you want to delete this feature?

Assigning Groups to Packages

Group assignment for packages works in a similar same manner as the previous topics.

1. From Manage | Deployment Packages, select a package by clicking to highlight.

2. Choose Assign | Packages to Groups.

Overview Reports & Graphs Manage Setup
Deployment Packages a
Package Name Version Uploaded By Uploaded
aF TargetProcessTest /{ 1.1 Tenant Administrator 09-Aug-2011 01:22 PM
aF CalcGoogle /,( 1.0 Tenant Administrator 10-Aug-2011 10:26 AM
= PJ2_ServerProject /{ 1.15 Peter Johnson 2 12-Aug-2011 02:05 PM

Feature Set Level

Last Revised By

Last Revised

®» Assign

Package to Groups

Configurations to Groups

Actions

4% More Options

Delete

Delete

Delete

E?? Production

% Development Fromote

Peter Johnson 2

Peter Johnson 2

12-Aug-2011 02:02 PM

10-Aug-2011 03:16 PM

Edit | Delete Features

Edit | Delete Features

aF OpenSpan3_1_test] :/,( 1.0 Peter Hall 11-Aug-2011 09:25 AM Delete
aF MiniCRMOss /,( 1.1 Gregory Griffin 12-Aug-2011 11:52 AM Delete
Per page 10 - Page 1 of 1 Records 1 - 5 of 5

3. Adialog box appears with Group names similar to the one in “Assigning Feature Sets to Groups” on page 4-29.
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4. Assign the appropriate Groups, using the in-window controls. Add, (X) to remove. Other Group controls function

the same as in other Group selection windows.

Assign Groups to Package

Groups (2} | All Groups

s . ) i Common Group Controls
Azsign all groups | Remove all groups

Group Name : Description Action
abc abc Add
Customer Service Agents (Inbound)A P]2 Test Group (X) to remove ‘ Group [x]
Development Add
Dorian Test Group My test Group Click to Add |] Add
Engineering Add
PJ2_Doc Documentation of 055 5.1 SP1 Group [x]
QA Add
Users Users Group Add
Virtual Broker Group Add
zTest Group 01 Add
Per page 10 - Page 1 of 1 Records 1 - 10 of 10

OpenSpan Studio 5.2 also allows developers to choose the same Group package assignment to ensure the proper
variant of the solution is being changed. See “Run as Group” on page 3-7 in Chapter 3, OpenSpan Studio 5.2

Configuration.
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Managing Processes

Processes are named and given metadata to supply another level of Events reporting to the OS_Server database’s
Events table. Once created on OpenSpan Server, the metadata can be used in OpenSpan Studio with bindings from
the ProcessPublisher to move data from OpenSpan Runtime desktop solutions to the database. See “Producing
Process Automations” on page 3-9 of Chapter 3, OpenSpan Studio 5.2 Configuration.

Additionally, based on assignments, the processes populate the drop-down menu on the Runtime Process Toolbar.
See “Process Toolbar” on page 5-7 of Chapter 5, OpenSpan Runtime 5.2 Configuration.

m Create New.

m Edit. Accessed under Manage | Processes in the Actions column.

m Delete. Deletion offers the options to permanently delete or Deactivate. If you choose to Deactivate, the same
menu controls allow you to Activate at a later date. Use Manage | Processes | More Options.

Creating a New Process

1. Create a New Process. From Manage | Processes, choose Create New.

Overview Reports & Graphs

Manage Setup

Processes ﬁ 4 Create New ﬂ More Options

Process Name Process Description Actions

TP AddEditStory Target process add or edit a story Edit | Delete
TP AddEditTask Target process add or edit a task Edit | Delete
TP Login Target process login process Edit | Delete

Per page 10 =

Page 1 of 1

Records 1 - 4 of 4
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2. The New Processes | General tab displays. Enter a Title and Description.

New Process

General Metadata

« Return to Processes

Process information

Tile Agent Call Wrap

Description: 7 £ i :
Final steps: Using Sigbel and desktop suite.

3. Click Save.

4. Select the Metadata tab. Click Add Metadata.

5. Inthe Add Metadata window, nhame the metadata (no spaces allowed) and select as Dimension or Fact.

Add Metadata

Name:

Type:

Dimension: descriptive field used for searching or categorization
Dimension: descriptive field used for searching or categorization

Fact: numeric field used for analysis

General Metadata

« Return to Processes

Name : Type

Add metadata

Add Metadata

Reactivate Metadata

Actions Refresh

Mo active process metadata found. Learn how to create and use process metadata.

Show Inactive

More Options

Per page 10 = Page 1

of 1

No records to view

6. When finished, click OK.

OpenSpan Server 5.2
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7. The new Process displays in the list.

Processes == Create New i} More Options
Process Name Process Description Actions
Agent Call Wrap Final steps: Using Siebel and desktop suite. Edit | Delete
PJ2_Process] Test for ProcessPublisher Edit | Delete
TP AddEditStory Target process add or edit a story Edit | Delete
TP AddEditTask Target process add or edit a task Edit | Delete
| TP Login Target process login process Edit | Delete |
Per page 10 = Page 1 of 1 Records 1 -5 of 5

If metadata is deleted, Other Options include:

e Refresh
e Reactivate
e Show Inactive

...for previously deleted Metadata.

Editing, Deleting a Process

Editing and Deleting work the same way that other major items are managed in OpenSpan Server 5.2. Edit accesses
the data for changes. Delete allows full delete or Deactivation. Use More Options to Activate.
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Managing Group Runtime Settings

General

When you have:

Created Users
Created Groups
Assigned Users to Groups

Made Package/Feature other Group assignments

... it’s time to configure Group Runtime Settings.

Create Group Runtime Settings

This set of instructions assumes you have created at least one Group in OpenSpan Server 5.2. If not, see “Adding

Groups” on page 4-14.

1. Select Manage | Group Runtime Settings. The Group Runtime Settings screen displays.

2. Click Create Group Setting.

Sl HEROeEs & Orophs e

Group Runtime 5Settings

>

E-2 Assigned Groups : Actions
1 Customer Service Agents (Inbound), PJ2_Doc Edit | Delete
2 Development, QA, Users Edit | Delete
3 Engineering Edit | Delete
Per page | 10 |Z| Page 1 of 1 Records 1 - 3 of 3
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The Create Group Setting screen displays.

Create Group Setting
Groups

Setting Value

Enable High Level Events true -
Send Application Focus Events true -
Send Form Focus Events false -
Send Page Focus Events false -
Send ldle Events true -
Send System Lock Events false -
Send Screen Saver Events false -
Send Top Level Window Events false -
Send Url Changed Events false -
Send Process Created/Destroyed Events false -

Process Toolbar Enabled false -

Group Settings are displayed in table form with drop-down list boxes for each setting. Select the following values:

Setting Value
Enable High Level Events Default is True. Enables the list of
High-Level Events in the categories
below.
Send Application Focus Events Default is False.
Send Form Focus Events Default is False.
Send Page Focus Events Default is False.
Send Idle Events Default is True.
Send System Lock Events Default is False.
Send Screen Saver Events Default is False.
Send Top Level Window Events Default is False.
Send Url Changed Events Default is False.
Send Process Created/Destroyed Events Default is False.
Process Toolbar Enabled Default is False. However, many

Runtime users will need this
component assigned. See “Process
Toolbar” on page 5-7 in Chapter 5,
OpenSpan Runtime 5.2 Configuration.

More in-depth information on High-Level Events is available in the OpenSpan online help.
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3. After selecting settings on the Group Runtime Settings screen, click Save.

4. Next, attach the list of settings to a Group. Click the Groups highlighted text on the Create Group Setting screen.

Create Group Setting

@ Return to Group Runtime Seftings

Enable High Level Events

Send Application Focus Events

5. The Assign Groups window displays. Select one or more of the Available Groups and assign by clicking Add.
Remove by clicking the (X). You can also Assign or Remove all groups.

Assign Groups to Group Runtime Setting

Groups (2) | All Groups

Assign all groups | Remove all groups

Group Name $ Description Action

|Cust0mer Service Agents (Inbou._. A PJ2 Test Group | Selected ﬁ Group [x] |
|D0rian Test Group My test Group Click to Add ﬁi\.dd |

PJ2_Doc Documentation of 055 5.1 5P1 Group [x]
Virtual Broker Group Add
zTest Group 01 Add
Per page IO|Z| Page 1 of 1 Records 1 -6 of 6

The name(s) of the assigned Group(s) now displays on the Create Group Setting screen. You can change this at
anytime by clicking the Groups text and repeating the steps above.

Create Group Setting

« Return to Group Runtime Settings

Groups: Customer Service Agents (Inbound)

Enable High Level Events

OpenSpan Server 5.2 Revised April 17,2012
Administration and User Guide 4-41



OpenSpan Server 5.2 Administration and Management | Managing Group Runtime Settings

Edit and Delete Group Runtime Settings

Edit

1. From the Group Runtime Settings screen, click Edit.

Group Runtime Settings

# Assigned Groups Actions

Customer Service Agents (Inbound)

2. The Edit Group Setting screen displays. This is a copy of Create Group Setting. Reset properties as appropriate,
then click Save.

Edit Group Setting

« Return to Group Runtime Settings

Croups: Customer Service Agents (Inbound)

Setting Value

Enable High Level Events true -
Send Application Focus Events true -
Send Form Focus Events false -
Send Page Focus Events false -
Send Idle Events true =
Send System Lock Events false -
Send Screen Saver Events false -
Send Top Level Window Events false -
Send Url Changed Events false -
Send Process Created/Destroyed Events false -

Process Toolbar Enabled e

3. It’s possible to add or change the assigned Groups at this point. See “Create Group Runtime Settings” on page 4-
39.
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Delete

Deleting Group Runtime Settings is permanent. Unlike Users and Groups, there is no “soft delete” or Deactivate
option.

1. Access Manage| Group Runtime Settings.

2. Select an Assigned Group by single-clicking the row.

3. Click Delete.

Group Runtime Settings

# Assigned Groups Actions

.—L—i

4. The Delete dialog displays.

Delete Confirmation

Are you sure you want to delete Group Runtime Setting #1 7

5. Click Delete to permanently remove the Group Settings, or Cancel.
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Site Settings

General

Initial setup and configuration of OpenSpan Server 5.2 requires several more properties to be set by the server
Administrator. These properties affect interaction with Active Directory (used for some User and Group sourcing and
administration) and activation of High-Level Events for collection by desktop Runtime packages and storage and
reporting on OpenSpan Server.

User Steps

1. Access Manage | Site Settings. The Site Settings window displays.

Overview Reports & Graphs Manage Setup

Site Settings

=

Setting Value

Active Directory Server Address (Name or IF)
Active Directory Domain Name

Active Directory Base DN

Active Directory User Name

Active Directory User Password

Active Directory Server Port 389

Seconds for idle time 209

lgnore Runtime Process true [:Z_[

Ul Processes Only true [ﬂ
Revised April 17, 2012 OpenSpan Server 5.2
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Most of the values are manually entered, except for two drop-down list boxes.

TABLE 1. Site Settings

Setting Value

Active Directory Server Address (Name or IP) The name or IP address of the source
Active Directory server supplying User
or Group names, if applicable.

Active Directory Domain Name Domain name of the same Active
Directory server from the previous
step.

Active Directory Base DN LDAP (light weight directory protocol)

connection string for connecting with
AD to read AD users/groups. “dc”
stands for “domain controller.” Will
vary depending on Active Directory
source.

Active Directory User Name Supplied by Active Directory
administrator.

Active Directory User Password Supplied by Active Directory
administrator.

Active Directory Server Port Supplied by Active Directory
administrator.

(High Level Events) - Seconds for idle time Default is 120 seconds. Can be set to
any value. Note: If set too short, the
resulting idle time detections across
multiple desktops could create data

volume problems and make reports

less valuable.

Ignore OpenSpan Runtime Processes Default is True. Setting this value to
True prevents self-referential
reporting of the Runtime application
itself on the user desktop.

Generate High Level Events Only for User Interface Processes | Default is True. Setting to True
ensures that end-user desktop system
messages and events are not sent to
the Events table in the OS_Server
database or processed for reports.
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Chapter 5 OPENSPAN RUNTIME 5.2
CONFIGURATION

In this Chapter

This chapter of the OpenSpan Server 5.2 Administration and User Guide describes how OpenSpan Runtime 5.2 is
configured to work with OpenSpan Server 5.2 to download and run OpenSpan solution projects. This chapter is
organized into the following topics:

®  “RuntimeConfig.xml” on page 5-2
®  “Connecting OpenSpan Runtime with OpenSpan Server” on page 5-3

®  “Runtime Menu” on page 5-4

General

Desktop users often don’t see or interact much with the OpenSpan Runtime executable application, but rather use
the runtime deployment packages that run on the desktop. OpenSpan Runtime is designed to function as
unobtrusively as possible, behind-the-scenes, to automate applications and send events to OpenSpan Server for
analysis. The information in this publication is meant mostly for developers and business analysts understand how
solutions are executed and events collected from the desktop.

OpenSpan Runtime 5.2 has an installation dialog to pre-set the address for OpenSpan Server; most other actions or
settings for OpenSpan Runtime 5.2 are either written to the runtime solution package and dynamically enforced or
are implemented via a number of server-side settings, such as enabling Events collection, Feature Sets, etc.
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OpenSpan Runtime and OpenSpan Server

This section explains the configuration of OpenSpan Runtime 5.2 and how its settings interact with OpenSpan
Server, including High-Level Events and runtime packages.

Certificates

For most deployments, workstation certificates are not needed to download and consume runtime solution
packages from OpenSpan Server 5.2.

RuntimeConfig.xml

Generally speaking, changes to individual desktop Runtime properties are written to the local RuntimeConfig.xml
file, located in the Program Files | OpenSpan | OpenSpan Runtime directory. Note: OpenSpan Studio writes to a
local version of the RuntimeConfig.xml file for development and debugging, located in the localuser | My
Documents | OpenSpan Studio for VS 2010 directory. For a full explanation of the RuntimeConfig.xml file settings,
refer to OpenSpan’s online help.

Revised April 17, 2012 OpenSpan Server 5.2
5-2 Administration and User Guide


http://help.openspan.com/51/Platform_Configuration/InterogatorConfig_File.htm

OpenSpan Runtime 5.2 Configuration | OpenSpan Runtime and OpenSpan Server

Connecting OpenSpan Runtime with OpenSpan Server

When installing OpenSpan Runtime, a dialog box lets you enter the Server connect information. If you choose not to
enter the Server connection information at this time, the desktop user will be presented a Connection dialog box
when initially running OpenSpan Runtime. This information must be entered or OpenSpan Runtime can not
communicate with its Server counterpart.

User Steps

1. During installation, the OpenSpan Runtime Enterprise Setup dialog box displays.

[ ™
_ﬁ# OpenSpan Runtime Enterprise Setup @

OpenSpan Server Connectivity Information | 3
Do you plan to access the OpenSpan Server from this workstation?

No

@ Yes

OpenSpan Server Host Name: | 10.0.3.9
When connecting to the OpenSpan Server from this workstation, login using:

@ OpenSpan Server user credentials

Windows (Active Directory) credentials

| <Back |[ Next = ] | cancal |

2. Select Yes for “Do you plan to access the OpenSpan Server from this workstation?

3. Enter the IP or other form of address for the OpenSpan Server instance that OpenSpan Runtime will communi-

cate with.

Note: Only use the address or Host Name; do not include prefixes or suffixes such as “http://” or “/”. Doing so
will double-write the syntax to OpenSpan Runtime’s RuntimeConfig.xml file and connection will not be possible.
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Examples of the RuntimeConfig.xml server connectivity entries are displayed here for your reference. You can
modify server addresses in this format as well. The server address corresponds to the test IP address shown in
the installation dialog box above. The boolean values are initial defaults. Note that the Server address is written
to the URL, baseURL, stsBaseURL entries. Other properties may vary depending on the Windows Communication
Foundation (WCF) settings enabled server-side; see the OpenSpan online help.

<ServerConfiguration ServerConnectivityEnabled="True">

<Server serverName="DEFAULT" serverAddress="10.0.3.9" serverURL="http://
10.0.3.9/0penSpanServer/" serverBaseURL="http://10.0.3.9/"
eventCollectionServerBaseURL=""" wastsBaseURL="https://10.0.3.9/Services/
WASTS/" stsBaseURL="https://10.0.3.9/Services/STS/" dnsldentity="www.QA-
Preprod™ useWindowsCredentials="False" authenticateByUserNameOnly="False'>

4. Next, set the authentication method. If the desktop user will connect to OpenSpan Server using credentials cre-
ated locally on the server instance, select “OpenSpan Server user credentials.” For Active Directory, select “Win-
dows (Active Directory) credentials.”

Runtime Menu

When OpenSpan Runtime loads on the user desktop, by default it displays a small OpenSpan icon “=' in the
application portion of the desktop taskbar. Right-click this icon to display the default system tray menu.

About, ..
Diagnostics Configuration, ..
Test Connection

Openspan Server Configuration, .,

Default *

Exik

Note: You can edit the RuntimeConfig.xml to completely hide the Runtime menu. Reset the defaults as shown here
inbold italic.

<AppSettings>

<I-- Keys used to hide the runtime system tray icon and define a system
level hot key to toggle its display -->

<add key="'ShowSystemTraylcon" value="false" />

Revised April 17, 2012 OpenSpan Server 5.2
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Menu Items and Definitions

About
Select this menu item to check the version number of OpenSpan Runtime.
Diagnostics Configuration

OpenSpan Runtime shares the same rich diagnostic tool set with OpenSpan Studio. Typically, these are only
activated and logs generated on advice and guidance from OpenSpan Support, as they can quickly generate
overwhelming amounts of data. For setup and details, please reference OpenSpan online help.

Test Connection

Tests communications with the instance of OpenSpan Server specified in the ServerConfiguration section of
OpenSpan Runtime’s RuntimeConfig.xml.

OpenSpan Server Configuration

The topic “Connecting OpenSpan Runtime with OpenSpan Server” on page 5-3 above references the Server address
installation dialog. If this is left blank, the first time you start OpenSpan Runtime on a desktop, the OpenSpan Server
Connection dialog box displays. Enter the credentials for a registered user in your OpenSpan Server hierarchy.
Logging off from a workstation and logging a different user on will generate the same process again.

If you wish to change credentials during the same workstation logon session, select OpenSpan Server Configuration
from the Runtime menu tray to display the Server Connection dialog box. Enter the appropriate credentials for a
registered user on OpenSpan Server. Click Test Connection. When connected, click OK to accept or Cancel.

(L) OpenSpan Server Connection . @

Email Address: admin @openspanserver.com

Password: sennneee

Forgot Password
Please enter your credentials. Test Connection

[ ok ][ Caneel |
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Default | (Package)

If no packages are assigned to the Runtime user, none downloads. Runtime will, if configured to, run normally. An
example could be using Runtime to only send High-Level Events data to OpenSpan Server. However:
m If a single package is assigned to the user, it downloads on sign-on.

m [fthe useris a member of multiple groups, a group selection dialog box displays. The user selects the appropriate
group and clicks OK.

®m If multiple packages are assigned to the user, a dialog box displays to choose the package to run. An example is
shown below. Select the appropriate Runtime package and click OK or Cancel.

‘L) Select Package

Package

Cancel

m If the Runtime user is assigned to multiple groups, a Select Group dialog box displays.

a' Select Group:

PJ2 Doc

(oK ] [ Cancel ]

Select the appropriate Group and click OK or Cancel.
Exit

Select Exit to close OpenSpan Runtime.

Events

The topic “Default | (Package)” on page 5-6 mentions that properly configured Runtime instances can send High-
Level Events from the user desktop to OpenSpan Server for analysis. For information on the Server-side
configuration of this option, see “Managing Group Runtime Settings” on page 4-39.
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Process Toolbar

If enabled, the Process Toolbar displays on Runtime start. The Process Toolbar is an instrumentation option that lets
a user send, stop, or reset process events to the Events table in the database in a way that mimics the SendStart/
SendStop/Abort methods from process automations (for more information on process automations, see “Producing
Process Automations” on page 3-9). The idea is to bracket user events from discrete business procedures with
distinct metadata that allows the events between Start and Stop to be measured by time elapsed, number of
keystrokes, etc., and to inject custom dimension or fact metadata in the stream as a bonus. Reports modules in
OpenSpan Server display the data. See “Process Activity Reports” on page 6-13, “Process User Performance Reports”
on page 6-15, “Comparative Process Activity Report” on page 6-16, and “Comparative Process User Performance
Report” on page 6-17.,

1. From the Process Toolbar, select from a menu of available Processes. If no processes are defined on OpenSpan
Server, none will be visible in this drop-down.

Srart 3 mew process l - ]

Lrant 5 mew process
Cale Google

MiniCRM_Caill

Send Burndown k
test process

ToDoCreate Task

TP AddComment

TP AddTask

TP Login

TP Retest ACRH

TP Search

Update build

2. Click Start to send a Start Event that is tied to the selected process to the Events table of the database,

3. Perform the user desktop steps that correspond to the selected process. When complete, click Stop. This sends a
Stop Event to the Events table of the database.

PJ2_Process1i Stop | LAbort |

4. Athird option is available to stop the process without reporting to the Events table of the database; click Abort,
and the Process Toolbar state resets to ready. No Start or Stop Events for that process instance are recorded. It
lets a user start over without leaving orphaned processes awaiting a Stop.
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Server-side Settings

For information on enabling display of the Process Toolbar via Server-side configuration, see “Managing Group
Runtime Settings” on page 4-39.
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Chapter 6 OPENSPAN SERVER 5.2
REPORTS AND GRAPHS

In this Chapter

Welcome to the Reports and Graphs Chapter of the OpenSpan Server 5.2 Administration and User Guide. When you
have finished reading this chapter, you will be familiar with these topics:

“Report Display Types” on page 6-3

“Accessing Reports and Graphs” on page 6-6

“Single Reports” on page 6-8

“Comparative Reports” on page 6-16

General

The Reports and Graphs features of OpenSpan Server provide reporting on the high-level events collected from
Runtime users.

OpenSpan Server administrators have the option of enabling high-level events reporting from every desktop running
OpenSpan Runtime. Reporting isn’t necessarily tied to, or doesn’t require, the actual download of a Runtime
package. Rather, if enabled with or without a package download, each desktop can report the following information
to the Events database:

TABLE 1. High-Level Events Monitored by OpenSpan Server

Keystroke Count

Mouse Click Count

Copy Count Limited to keystroke commands, not right-click
copies to the clipboard.

Cut Count Limited to keystroke commands, not right-click
cuts to the clipboard.

Scroll Count Window scrolls.
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TABLE 1. High-Level Events Monitored by OpenSpan Server (Continued)

Total Cut/Copy/Paste Keyboard input only, not right mouse clicks.

Application Duration Time monitored applications in focus.

In a standard installation, this data accumulates according to defined schemas in the Events table of the OpenSpan
Server database. OpenSpan Server is equipped with standard reports and visualizations to help business analysts
refine development and deployment of OpenSpan Runtime packages to user desktops across an enterprise.
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Report Display Types

Heat Maps

Heat Maps use rectangle (cell) size and color to correspond to two variables: Duration and Metric. The size of the
rectangles illustrates duration (i.e., time spent in an application or performing a process). The color represents the
High-level Event metric count.

Larger: More time spent in an application or performing a process

Smaller: Less time spent in an application or performing a process

Red (brighter, “hotter”): High metric count; the user or users performed the event many times

Blue (darker, “cooler”): Low metric count; the user or users performed the event less times

See the next page for an example.
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Heat Map Visual Relationships

In this simple comparison, imagine that desktop users “A” and “B” are using Internet Explorer and Notepad. Events
reporting is turned on. After a 6-hour period, a business analyst generates a heat map of users “A” and “B"’s
reported events. Without even drilling down into the metrics, some things stand out from the heat map.

m  User “A” spends significantly more time in Internet Explorer than in Notepad. We know this because the Internet
Explorer rectangle is bigger than the Notepad rectangle, reflecting a much longer cumulative time that Internet
Explorer was in focus on User “A”’s desktop.

m  User “A” also seems to be much busier in Internet Explorer than in Notepad. This is indicated by the color of User
“A”’s Internet Explorer rectangle. The redder, brighter color reflects a large number of recorded keystroke events,
roughly 120 per minute.

® In contrast, User “B"”’s heat map shows completely different use of the same applications. We know from the size
of the rectangles that User “B” spent much more time in Notepad than Internet Explorer. However, User “B”
recorded only 1.5 keystrokes per minute in Notepad, versus 300 per minute in Internet Explorer for a much
shorter period of time.

Clicking a heat map cell opens the corresponding user performance histogram. See the next section.

Heat Map Color and Size Relationships — Simplified

o Application in focus: 35 minutes — Smaller
rectangle, less time in focus

o Keystrokes: 200 — Darker color, less
keystrokes

Notepad

Desktop User
IIAII

e Application in focus: 300 minutes — Large rectangle, longer time in focus
o Keystrokes: 36,000 — Redder, brighter color, more keystrokes

o Application in focus: 35 minutes — Smaller
rectangle, less time in focus

o Keystrokes: 10,500 — Redder, brighter
color, more keystrokes

Desktop User

IIBII
o Application in focus: 300 minutes — Large rectangle, longer time in focus
o Keystrokes: 200 — Darker color, less keystrokes
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Histograms

Histograms are vertical bar charts that represent the distribution of Runtime user performance for a selected high
level event (i.e., report metric). Examples are show under “Application Activity Report Heat Maps and Histograms”
on page 6-10, “Application User Performance Reports” on page 6-12, and “Process User Performance Reports” on

page 6-15.

Individual user performance for the report metric falls into ranges (or bins). A chart bar is drawn for each range.

The bar height corresponds to the number of users in that bin/class; the y-axis indicates the user count, and the
percentage of reporting users is shown as a box superimposed over the top of a given bar. OpenSpan Server reports
use two types of histograms, Application User Performance and Process User Performance.

OpenSpan Server 5.2 Revised April 17,2012
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Accessing Reports and Graphs

Selection

The OpenSpan Server Reports and Graphs facility is available via the main Reports and Graphs menu.

Overview Reports & Graphs Manage Setup

User
b Single

Application Activity Mal

Application User Performance
Process Activity
Process User Performance

b Comparative
Application Activity éi“
Application User Performance

Process Activity

Process User Performance

o
i

n i i e e rn

1. Select Reports and Graphs. The drop-down menu displays.

2. Select a report.

m Single reports display report results for one case at a time.

m Comparative reports take the single reports and stack two of them side-by-side.

Revised April 17, 2012 OpenSpan Server 5.2
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Report Controls and Options

A number of the standard reports have additional on-screen choices.

Export link: Export graph or detail (grid) data to a comma separated value file. Graph data does not include detail
on specific runtime user performance.

Show Details (toggles to Hide Details) link: Displays a data grid under the report listing each Runtime user with
their performance on the report metric and application/process duration such as this example.

Application Duration
Details
Application First Name Last Name Email Metric Value Bin
FrameMaker Pete Johnson 5717
firefox Pete Johnson 5527 1
10.0.3.10 Pete Johnson 3237
Snaglt32 Pete Johnson 2204 1
msnmsgr Pete Johnson 1114
Explorer Pete Johnson 1003 1

OpenSpan Server 5.2
Administration and User Guide
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Single Reports

Single reports provide a rich data return against the selection of a Group or specific User over a day, week, or month.

Application Activity Reports

Report Criteria

The Application Activity report lets you select the following criteria.

TABLE 2. Application Activity Reports Criteria

Metrics Keystroke Count

Error Keystrokes
Mouse Click Count
Mouse Wheel Count
Copy Count

Paste Count

Cut Count

Window Move/Resize Count
Scroll Count
Keystroke Error Ratio
Total Cut/Copy/Paste
Application Churn

Group or User (see “To All Users
choose Groups or Users”
on page 6-8)

Selected Group

Selected User

To choose Groups or Users

This step-list describes the assighnment of Groups or Users for the report:

1. Select Selected Group or Selected User from the drop-down list box. The default is All Users.

2. Use the Search box as a quick shortcut if the list is long.

Revised April 17, 2012 OpenSpan Server 5.2
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3. Click the Group or User of your choice.

4. Click OK.

Search:

Group Name 5§

abc

Development

Dorian Test Group

Engineering

P}2_Doc

QA

Users

Virtual Broker Group

zTest Group 01

Make selection

Per page | 10 |Z|

Customer Service Agents (Inbound)

Page 1

of 1 Records 1 - 10 of 10

[cnexox] | IECEE =N

OpenSpan Server 5.2
Administration and User Guide

Revised April 17, 2012
6-9



OpenSpan Server 5.2 Reports and Graphs | Single Reports

Application Activity Report Heat Maps and Histograms

For Application Activity Heat Maps each rectangle, or cell, represents an individual application used during the
selected reporting period. The size of each cell corresponds to the total time the application was in focus for all
reporting users combined. Cell color and position corresponds to the report metric. The deeper (brighter) the red
color, and the closer the cell is to the top-left of the report, the greater the metric value.

m RERnIEE S

Application Activity

Show Details £ Export

[ Application Churn [] |week []E |selectedGroup  [+] Ecic

Sep 25,2011 10 Oct 1, 2011 PJ2_Doc

Metric: Application Churn Date Range: Sep 25, 2011 - Oct 1, 2011 Filter: PJ2_Doc

ErameMaker firefox Snaglt32
Applii:_aﬁon Chumn: Application Churmn: Application...

37 465 52 |
Duration (sec): Duration (sec): Duration (sec):
3,743 2,604 994

Revised April 17,2012 OpenSpan Server 5.2
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Each heat map rectangle can be clicked and expanded for further analysis.

Note: The drill-through report includes breadcrumbs to return to the parent heat map.

Murn ber of Users

Metric: Keystroke Count Date Range: September, 2011 Filter: All Users

Application Activity > User Performance in firefox €= Breadcrumbs
M X

Samples: 55 (Users)
Bins: 7

Minimum: 0
Maximum: 2,045
Mean (#): 131
Median (M): 20

Std Dev: 317.62

Keystroke Count

OpenSpan Server 5.2
Administration and User Guide
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Application User Performance Reports

The Application User Performance report functions the same as “Comparative Application Activity Report” on
page 6-16, except it adds Application Duration under metrics. This displays the length of time that user applications
were in focus on the desktop.

This report histogram example represents user performance for a high-level event metric (e.g., keystrokes) in all
applications during the selected reporting period. The Y-axis (vertical) shows the number of users within each bin
(i.e., frequency) and the x-axis (horizontal) shows how users performed on the selected metric.

Application User Performance Show Details &% Export

Ke‘,rstrok_e Count |Z| Week |Z| ﬁ All Users |Z| E m

Sep 25,2011 to Oct 1, 2011

Metric: Keystroke Count Date Range: Sep 25, 2011 - Oct 1, 2011 Filter: All Users

Samples: 16 {Users)
Bins: 5
Minimum: 0

Keystroke Count

Revised April 17, 2012 OpenSpan Server 5.2
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Process Activity Reports

The Process Activity report uses the same criteria as the Application User Activity report, except it concerns the
processes defined in the OpenSpan Server Processes grid. With this report it’s possible to display and compare the
same metrics for the business processes in use.

Process events accumulate on the client side starting when an application comes into focus and then are sent as a
group when the application loses focus, instead of event-by-event as in previous releases. This makes reporting
comparisons faster and more efficient.

Process Activity Report Heat Maps

Each cell of a Process Activity Heat Map represents an individual process completed (i.e., started and stopped — not
abandoned) by one or more OpenSpan Runtime users submitting process start and stop events to the OpenSpan
Server during the selected reporting period.

Processes are bounded by start and stop events identified either in OpenSpan solution automations or manually
using the OpenSpan Runtime Process Toolbar (see “Process Toolbar” on page 5-7). A process will generally use one
more applications and the combined application activity for all reporting Runtime users, within the bounds of a
specific process, determines the size, color and position of a heat map cell.

The size of each cell corresponds to the duration (i.e., total time the process took to complete for all reporting users
combined). Cell color and position corresponds to the report metric. The deeper (brighter) red in color the cell, and
the closer the cell is to the top-left of the report, the greater (higher) the metric value.

Use the Drill-thru link to expand the report and show the applications used by the specific process.

Process Activity Drill Thru > Drill Thru | Show Details  £# Export

:.Mouse Click Count E E“Week |_Z|I ﬁ !Selected Group |Z|J Edit

Sep 25,2011t Oct 1,2011  Users

Metric: Mouse Click Count Date Range: Sep 25, 2011 - Oct 1, 2011 Filter: Users

IE AddComment]
Mouse Click Count:
198

zlTest Process 01 | Duration (sec): =
Mouse Click Count: 1,773 o
275 #
Duration (sec): l}
2,713
OpenSpan Server 5.2 Revised April 17,2012
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The drill through report inherits the metric and reporting period from the parent heat map. This cannot be changed
in the drill-through report.

Note: The drill-through report includes breadcrumbs to return to the parent heat map.

Metric: Keystroke Count Date Range: September, 2011 Filter: All Users

Process Activity > Application Activity in zTest Process 01 4——— Breadcrumbs

devenv
Keystroke Count:
481

Duration (sec):

Explorer 2,290

Keystroke Count:
VinWwdre 175 :
Keystroke Count: Duration (sec):
R :2.3'?’8:' emctd
Duration (sec):

> OUTLOOK
Keystroke Count;
735
Duration (sec):
1,486

trillian
Keystroke Count:
1,900

Duration (sec):
1,463

Dumhon (sec):

EXGEL!

target.openspan.com
troke Count:

10.0.3.10 ‘mstsc
Keystroke Count: Keystroke Count:
496 166

Duration (sec): Duration (sec):
1,038 1,016

Revised April 17,2012 OpenSpan Server 5.2
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Process User Performance Reports

And finally, the Process User Performance report uses the same criteria as the Application User Performance report
— adding Application Duration — but applies to the active Processes. The Process User Performance histogram
represents user performance for a high-level event metric (e.g., keystrokes) for a specific process during the selected
reporting period. The Y-axis (vertical) shows the number of users within each bin (i.e., frequency) and the x-axis
(horizontal) shows how users performed on the selected metric.

Process User Performance Show Details €% Export

zTest Process 01 - Keystroke Count - Month - ::g All Users | Edit m

Sep, 2011

Process: zTest Process 01 Metric: Keystroke Count Date Range: September, 2011 Filter: All Users

Samples: 32 (Users)
Bins: &

Minimum: 0
Maximum: 1,552
Mean (¥): 308
Median (M}: 181
5td Dev: 374.61

Murn ber of Users

65,6 Y|
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Comparative Reports

Comparative reports let you build two reports for side-by-side comparison using the criteria from the single reports
described in “Single Reports” on page 6-8.

Comparative Application Activity Report

This report allows a comparison of events for applications by user or group. For details, see the similar “Application
Activity Reports” on page 6-8. The example below shows how a metric (Application Churn) for one user (left) can be
compared with the same metric for a Group (Users, right) over a given time period.

Comparative Application Activity

Both Reports Left Report Right Report
Application Churn |Z|i Week |Z| ﬁ Week |Z| ﬁ
Sep 25,2011 to Ot 1, 2011 Sep 25,2011 to Ot 1, 2011
[ selected User [=] £die [selected Group  [=] Edie | create |
Pete Johnson Users
Metric: Application Churn Date Range: Sep 25, 2011 - Oct 1, 2011 Metric: Application Churn Date Range: Sep 25, 2011 - Oct 1, 2011
Filter: Pete Johnson Filter: Users

arget.openspa... Explorer CSESS
Application Chum: Application Churm: Application Chumn:

firefox
Application Chumn:
371 226 4

Duration (sec): Duration (sec): Duration (sec):
1,354,372 1,349,473 1,226,693

46
Duration (sec):
2,694

Comparative Application User Performance Report

This report adds the Application Duration metric reporting to the Comparative Application Activity Report.

Comparative Process Activity Report

Basically the same report as the “Comparative Reports” on page 6-16, but allows comparisons of Groups and Users.

Revised April 17, 2012 OpenSpan Server 5.2
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Comparative Process User Performance Report

This report compares two sets of values in the same fashion as the Comparative Application User report, but adds a
Process drop-down selection of the Processes defined in the OpenSpan Server Processes grid.

Select Process| *

Select Process
TP Login

TP AddEditTask
TP AddEditStory
FJ2_Process1
Agent Call Wrap

OpenSpan Server 5.2 Revised April 17,2012
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